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AHHOTALUNWA

HacTosawmnn gOKYMeHT SBMSIETCS PYKOBOACTBOM MO YMpPaBiEHUIO MeXaHM3MaMun
3aWnTbl cneumanbHOro nporpaMMHoro obecneyeHma cpeacTB 3awmTbl MHDOpMaLUM
OT HecaHkuumoHupoBaHHoro pgoctyna (CrMNO C3M HCAO) «Akkopa-Win64 K» (TY
509000-056-11443195-2013) (manee no TekcTty — CINO <«Akkopa-Win32 Kb»,
«Akkopa-Win32 K», CIO «Akkopa», <«AKKOpA») W npeaHa3HadeH Ans
KOHKpeTM3aumm 3agad n QyHKUMIA AO/HKHOCTHbIX NUL opraHusaummn (npeanpusTtus,
dbupMbl), NNAHUPYIOWKMX W OpraHM3yrwmx 3awmnty MHPOpMauMm B CUCTEMAX W
cpeacteax nHopMmaTtmsaumm Ha 6ase CBT ¢ npuMmeHeHmneM CIO «Akkopa-Win64 K».

B nOKyMeHTe npuBefeHbl OCHOBHble (PYHKUMU aAMUHUCTpaTopa 6e30macHoCTm
MHpopMaumu, NOpA4OK  YCTAHOBKM npae  Anocrtyna nonb3oBaTenemn K
MHPOPMaLMOHHBIM pecypcaMm, opraHusaumm KoHTponsa pabotbl CBT ¢ BHegpeHHbIMU
cpeacTBamMM  3aWMTbl U Apyrve  ceBeAeHus HeobxoauMmble ANs  yrpaBieHUs
3aWUTHbIMKU MexaHu3MamMn CIO «Akkopa-Win64 K».

Ona  nydwero MOHWUMaHWUA W UCMNOJIb30BaHMSA  3aWMUTHbLIX MEeXaHU3MOB
CNO «Akkopa-Win64 K» pexkoMeHAyeTCaA npeaBapuTesibHO O03HAaKOMUTbCA C
KOMMJIEKTOM 3KCMayaTauMoOHHOW AOKYMeHTauuu, a TakXe MpuHATb Heobxoammble
3alUMUTHbIE OpraHU3auMOHHbIE Mepbl, peKOMeHAYyeMble B OKYMEHTaLMNN.

NMpuMeHeHue 3awnTHbIX Mep CIO «Akkopa-Win64 K» A0/MKHO AOMONHATHCA
obWwmnMmM MmepamMum NpeaoCcTopoXXHOCTM U dunsndeckom 6esonacHocTm CBT.
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NMPUHATbBIE TEPMUHbI N COKPALLEHUSA

AaMmuHuctpatop BM - aAMUHUCTpaATop
CNnyx6bl 6e3onacHocTH
nHpopMaunm

UmMsa_nonb3oBaTtens - WMS, NO4 KOTOPbIM
nonb3oBaTesnb
3aperucTpmpoBaH B
cucrteme

UpeHTndmkartop - cneunanbHoe
YCTPOMCTBO, coaepxallee
YHUKanbHbIM npu3Hak
nonb3oBaTens, C
KOTOpbIM
3aperncTpupoBaHHbIi
nonb3oBaTeslb BXOAUT B
cucTemy 7 KOTOPbIW
MCMNOMb3YEeTCA  CUCTEMOM
Ansa  onpegeneHuss  ero
npae, a Takxke Ans
pervcrpaumm dakTa
JocTyna W XapakTtepa
BbIMOJIHAEMbIX UM paboT
nnm npeaocTaBnsieMblX
emMy ycnyr

0O6beKkT gocryna - nog obbekToM AocTtyna
NOHMMaeTcs OAMH U3
nepevyncieHHbIX
pecypcoe CBT: Aauck,
katanor, dann, pasgen
nnm KoY peecTpa,
npouecc (3apava),
ApaliBep yCTpoONCTBa.

MapameTpbl Nosib3oBaTens -  wnaeHtuduumpyowume
NpU3HaKn nMoJsib3oBartens
(nms, OaHHble ans
naeHTudnkaymu,
naposib) M ero npasa no
[octyny K pecypcam CBT
B COOTBETCTBMM C €ro

NOJIHOMOYMSIMU

Monb3oBartenn - cybbekT pocTtyna K
obbekTam (pecypcam)
CBT

nea - npasuna
pa3rpaHuyeHnst 4ocTyna

MpeabaBuTb aeHTUPUKaTOp - NpUNOXUTb
naeHTudunkaTop K

KOHTAKTHOMY YCTPOWCTBY
CbeMHUKa uMHbOopMaumu,
nnbéo BCTaBUTb
naeHtudpukatop B USB-
MnopT KoMmMbtkoTepa, nnbo
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BBECTHU AaHHble C
KnaBmaTypbl (B
3aBMCMMOCTM  OT Tuna
NCNONb3yEMOro
naeHTudumnkatopa)

YpnaneHue nosib3oBartens - yAaneHue MMeHun, nog
KOTOpPbIM  MOnb30BaTeslb
3aperucTpmpoBaH B
cucrteme, n3 cnucka
3aperucTpmpoBaHHbIX
nonb3oBartenen B
CNo «Akkopa-Win64 K»

CMHXpOHM3aALMA NnapaMeTpoB - conocrtaeneHune b

nonb3oBaTtens nonb3oBaTtenen
NoACUCTEMbI

pasrpaHuyeHus aocrtyna
C Yy4YeTHbIMWU 3anucsaMu
nonb3oBartene Windows

CospaTtb nosib3oBaTesns - 3aperncTpmpoBaThb
nonb3oBaTens B
noacucreme
pasrpaHuyeHuns gocTyna

Coob6wenuns - MHdopMauus,

BbIBOAMMAs Ha Aucnnem,
KoTopas  coobwaer o
AENCTBUAX
nosb3oBaTens, (o}
COCTOSIHUX MNpOrpaMmbl U
HOpPMasbHO
3aBepLUEHHbIX
NEeNCTBUSAX, cbosax B
cucteme un ap.

Yucno npoxoanos npm — KONM4YecTBO MNpOXonoB

yaAaneHum cnydanHom
nocnenoBaTeNbHOCTU MO
coaepXxuMmomy anna npwm
ero yaaneHumm
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BBEAEHWUE

CneuunanbHoe nporpamMmHoe obecnedeHue (CMO) «Akkopa-Winé4 K» (TY
509000-056-11443195-2013, panee no Ttekcty - CMO «Akkopa» unn CrNO «Akkopa-
Win64 K») - 3TO npocToe, HO 4pe3Bbl4anHO 3(hdEeKTUBHOE CpenCTBO, WUCMOJb3YS
KOTOpOe MOXHO HaAeXHO 3aluTuUTb OT HeCaHKUMOHMPOBAHHOIo AocCTyna
nHpopmaumio Ha CBT, dyHKuMoHupyowmnx nog ynpasneHnem OC Windows
XP/2003/Vista/2008/2008 R2/2012/2012 R2/7/8/8.1/10 (64-bit) nnn OC Windows
NT/2000/XP/2003/Vista/2008/7/8/8.1 (32-bit), bes nepenenku paHee
NpUobpeTeHHbIX NPOrpamMMHbIX CPeaCTB.

CNO «Akkopa-Win64 K» peanusyert:
e MEXAHU3M ONCKPELIMOHHOIO KOHTPOJIA AOCTYyNa;
e MEXAaHM3M MaHAATHOro' KOHTPONA AOCTYNa;

e MEXAHM3M 3alMTbl BBOAA M BblBOAA Ha OTYYXAAeMbIN (pU3NYECKUIA HOCUTEND
nHdopMaLMn U CONOCTaBNEHNSA NONb30BaTENS C YCTPOMUCTBOM;

e MEXAHM3M MaeHTUPUKaunmm n aytTeHTMduUKaumm rnonb3oBaTenen;
e MEXAHM3M perncTpaumm CUCTEMHbIX COBbITUN;
e MEXAHM3M KOHTPONS LEeNOCTHOCTHU..

CNO <«AKKopa» - 3TO NUWb XOPOLWA WHCTPYMEHT, MO3BOMAKOWMN cnyxbe
6e3onacHocTn nHdopMaunm (agMUHMUCTpaTopy BN) 3HaunTENbHO NpoLlle U HaZexHee
pewaTtb OAHY U3 CTOoSAWMX nepea Hew 3apad - 3awmty ot HCO k CBT wu
MHPOpMauMoHHbIM pecypcam AC, pasrpaHnyeHume aoctyna Kk obbektam gocryna.

Ncnonb3oBaHne CBT ¢ BHeapeHHbIMM cpenctBamMu 3awuntbl CIMO «Akkopa-
Win64 K» He TpebyeT M3MeHeHUs CyLLecTBYOLWEro nporpamMMHoro obecnevyeHus.
Heobxoanmo nuuwb kBanuduumposaHHoe npuMmeHeHne CIMO «Akkopa-Winé4 K» -
npaBu/ibHas yCTaHOBKa, HaCTpOMKa M 3KCnyaTaumss B COOTBETCTBUU C MPUHSATBIMU
Ha npeanpusatumn MNP, n obecneyeHmne opraHM3aUMOHHOW NOALEPKKMU.

Kak nokasbiBaeT nMpakKTuKa AOBOJILHO AnuTenbHoOro npumeHeHus CMO
cemenctBa «Akkopa»™, 4YacTto TpPYAHOCTM 3aKIYalTCad B OTCYTCTBUU Y
6onbwKMHCTBA nNonb3oBaTenenm (opraHmsauuin, ¢uUpM U T.4.) YCTAHOBJIEHHOIMO
nopsiaka M 4YeTKMX NpaBwua pasrpaHnUyeHuMs AOCTyna K 3alluuwaemMbiM pecypcam.
[M0O3TOMY, MMEHHO BbIICHEHME TOro, 4To U KoMy B CBT AOCTYNHO, @ YTO HET, N Kakue
OENCTBUS C AOCTYMHbIMU pecypcaMn pa3peLLEHO BbIMOJIHATb, @ KakKne HET, SBNSeTCs
OCHOBHbIM coAaepXaHneM HeobxoaMMOMN opraHnU3aLMOHHOM NOAAEPKKMU.

[Nna BbINONHEHMSA 3TUX 3a4ad, a Takxe ans obecrneyeHums HernpepbiBHOW
OpraHM3auMoHHON noAAepXKW paboTbl MNPUMEHSIEMbIX MPOrpaMMHO-TEXHUYECKUX
cpeacts 3awmTtbl UHGoOpMauumm, B TOM uucne u CMNO <«Akkopa», Heobxoamma
cneumanbHaa cnyxba 6e3onacHoct  uHpopmaumm  (CBUN), B  HebonbLnx
opraHusaumax m nogpasgeneHnsax - agMumHucTpatop 6e3onacHoCTM MHGopMaumu

! B pamkax HacTosilero AOKyMeHTa MOA MaHAaTHbIM MPUHLMMIOM KOHTPOAsS A0CTyna

NMOHNMaETCA NpUHUNN KOHTPON1A AOCTYyrMNna Ha OCHOBE UEPAaPXUYECKUX METOK
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(agmunHuctpatop BW). Ha CBW (agmuHuctpatopa BW) Bo3naratwTca 3agavv no
OCYLLECTBIEHUIO €AMHOIr0 PYKOBOACTBA, OpraHM3auun NpuMeHeHUs CpeacTB 3allunThbl
M ynpaBneHMss MMU, a TaKXe KOHTpossa 3a cobnogeHnem BCEMU KaTeropusiMm
nonb3oBaTtenen TpeboBaHUM Mo obecrnedyeHnto 6e30MNaCHOCTU UMHEMOPMALMOHHBbIX
pecypcoB aBTOMATU3MPOBaAHHbIX cucteM. [lpaBoBon ctatyc CBWU, o06s3aHHOCTM K
HeKOoTOopble pekoMeHAauuu no opraHmsaunn CbU npuseaeHsl B MNpunoxeHun 1.

Ona adpdekTneHoro npumeHeHnsa CMO «Akkopa» n nogaepxaHums Tpebyemoro
YPOBHS 3awmeHHocTn CBT Heobxoanmbi:

e bunsmyeckas oxpaHa CBT n ee cpeacrs;
e epuogmnyeckoe tTectupoBsaHme cpeacts 3awmnTbl CIMNO «Akkopa»;

e pa3zpaboTka U BeAeHMe yYeTHOM WU 06beKTOBOM AOKYMeHTauuu (MHCTpYyKUKUS
aAMUHUCTpATOpa, WHCTPYKUMI NONAb30OBaTesien, >XypHan y4dyeTa OT4YyXAAEMbIX
HocuTenen nonb3oBatenen wn Ap.). Bce paspaboTaHHble yyeTHble U O0H6BHEKTOBbIE
OOKYMEHTbl A0/MXKHblI 6bITb COrnacoBaHbl, YTBEPXAEHbl Y PYKOBOACTBA U AOBeAEHbI
[0 coTpyaHukoB (nonb3oBaTtenen). 310 HeobxoanMo Ans Toro, Ytobbl MNnaH 3awmnThl
opraHusauuu (npeanpusatmsa, dupmel 1 T.4.) U gencrema CbU (aammHucTpaTtopa bU)
NONYYUIU IOPUANYECKYIO OCHOBY.

enpnem B akcnnayataumto CIMO  «Akkopa» odopmigeTrca akKToMm B

yCTaHOBNEHHOM nopsigke, B dopmynsape Ha CIO «Akkopa» (11443195.509000.056
®0) aaMmmnHucTtpatopoM bW aenaetcsa cooTBeTCTBYHOWAs OTMETKA.
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1. Copep>xaHue paborbl AqMMHUCTpaTOopa 6e30MnacHOCTH
nHdpopmauum no npuMmeHeHutro CNO «Akkoppa»

OCHOBHbIM coaepxaHuneM paboTbl agMuHuUcTpatopa bW no npumeHeHuto CIO
«AKKOpA» ABNAOTCA cnepyowme MeponpusaTms:

e N1aHnpoBaHue rnpuMmeHeHusa CINO «Akkopa»;

e OpraHmsaumnsa yctaHoskun CIMO «AkKKOpA» M HAaCTpoMKa ero 3aWMTHbIX CPeacTB
B COOTBETCTBUU C yCTaHoBNAEHHbIMK T1P;

e 3xcnnyatauma CBT c¢ BHegpeHHbIM ClO «Akkopa», B T.4., OpraHumsauus
KOHTPONS 3a NPaBUIbHOCTbIO MPUMEHEHUSA 3aWmnTHbIX MexaHn3MmoB CIO «Akkopa»;

e CHATME 3alUnThbl.

1.1. NMnanmpoBaHmne npuMmeHeHnuns CMNMO «Akkoppa»

MnaHupoBaHue npuMeHeHna CMO «AkKopa» OCYLEeCTBAAeTCHa C y4yeToM obuien
nonnTnkn obecnedyeHns 6e30MacHOCTM B opraHmsauumn (Ha npeanpuaTtuun, dumpme m
T.4.). OCHOBHOE coaepXXaHue 3TOM NOAUTUKM AO/HKHO OTpaxkaTbCs B [naHe 3alunTbl
opraHmsaumu (NpeanpuaTtmsa M T.4.) - AOKYMEHTe, OoTpaxarlwweM TakxXe noaxoabl K
3awmTe MHpopMaumm n dukcmpyrowem COCTOSIHME 3awmuiaemMomn
aBTOMaTU3NPOBaHHOM cucteMbl. B 4yactm 3awmTtbl  uWHbOpMauMm B HeEro
uenecoobpasHo BKOYATb CBeAeHUsI O XapakTepe U coctaBe obpabaTbiBaemMoun
MHpopMaummn, coctaBe TEXHMYECKUX N nporpaMmHblx cpeacts AC (CBT), BO3MOXHbIX
yrposax cucrteme un Haubonee BepoOATHbIX crnocobax WX peanusaumu, onucaHue
BblOpaHHbLIX MEeTOA40B M CpeAcTB 3aluTbl OT 3TUX Yrpo3, npasBuia pasrpaHUYeHuns
AO0CTyna K MHPOPMALMOHHbLIM pecypcam U Apyrne BOonpochl.

Ons HacTtponkn cpeacts 3awmntel CIMNO  «AkKkopa» B COOTBETCTBMM C
pa3paboTaHHbIMM W YTBEPXAEHHbIMM B oOpraHusauun [P agmuHucTpatopy bBU
HeobxoanMMO npeaBapUTENIbHO BbISICHUTb U OTPa3vTb B MNJaHe 3aluuTbl cheayrolime
XapakTepucTnkmn 3awmwaemon cncremol (CBT):

e MepeyeHb 3aJay, pellaeMbliX CTPYKTYPHbIMW noapasfeneHnssMn opraHusauum
(coTpyaHukamm) c ncrnonbsosaHnem AC (CBT);

e fEeTaNbHbIN nepedyeHb UCNOJIb3yeMbIX TINMpn peeHnn KaXaon 3apaudn
nporpamMmm;

e NE€Ta/bHbIN nepedyeHb UCNOJZIb3yeMbIX TNMpU peEHUN Ka)xaon 3apaun
(COBMeCTHO NCNOoJ1Ib3yeEMbIX HECKOJ/IbKUMU Baﬂ,a‘—laMM) AJAaHHbIX C YKa3aHMEM MEeCT UxX
pa3MeLlEeEHNA, PEXNMOB O6p360TKVI MU npaBui AOCTyrna K HUM;

e KOHOUrypaumo CBT Cc ykasaHMeM nepedHs MUCMOoJSIb3yeEMbIX TEXHUYECKUX
cpeacTtB (NPUHTEPOB, CKAHEPOB U T.A4.) U UX XapaKTEepPUCTUK;

eNpn ucnonb3osaHun CIMO «Akkopa» ans 3awmntel JIBC - noapobHbin
nepevyeHb UMEKLMXCA B 3alUMLLIAEMON CETU cepBepoB, pabouymx CTaHUMM U T.4. C
yKasaHunem MX  COCTaBa, KOHMUrypaumum, XapaKTEPUCTUK  MUCMOJIb3yEMbIX
TEXHNYECKNX CPeaCTB U MECT UX pa3MeLLeHNS;
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e NepeyeHb pasmelleHHbiXx Ha CBT (kaxxaon pabouen ctaHuum JIBC n kaxaom
dannoBoM cepBepe) CUCTEMHbLIX U MPUKIAAHbLIX NporpamM, dannos u 6a3 AaHHbIX;

e NepeyeHb YCTaHOBNEeHHbIX Ha CBT (pabouux CTaHuusaAX W cepBepax)
nporpamMMHbIx cpeacts 3awnTtbl (CK3U n C3U HCA);

e CIMCKM nonb3oBaTtenen CBT c ykasaHueMm pewaemMblX UMW 3agady U3 obuiero
nepeyHss 3agay M NpeaocTtaBsieHHbIX MM (B COOTBETCTBMM C MX 0693aHHOCTSAMMN)
nonHomoumm no pgocrtyny B CBT (pabouumm craHumam, cepsepam JIBC) wu
MHPOPMALMOHHbBIM pecypcaM.

Ha »sTane opraHmsaymm cuctembl 3awunTtbl U npuMeHeHusa CI1O «Akkopna»
HeobxoanMmo, mcxoasa m3 uenen 3awmntbl CBT u ee cneumdukn, paspabotaTb psj
OOKYMEHTOB, onpeaensitowmnx:

e MOPAAOK W NpaBuia nNpeaocTtaBfieHUs, WU3MEHEeHUS WU YTBepXAeHUs
KOHKPETHbIM AO/MKHOCTHbIM JIMLUOM HeobXoAMMbIX MNOSIHOMOYMK N0 AOCTyny K
pecypcam CBT;

e MOPAAOK OPraHun3aLmn y4yeTa, Bblayn, UCNONb30BaHUA U XPAHEHUS CbEMHbIX
MarHUTHbIX HOCUTenel WMHbopMauumM, CoAepXallmMxX pe3epBHble KOMUW MporpamMm u
[aHHbIX U T.M.;

e NOPAAOK O6HOBMIEHNUSA WCNONIb3YEMbIX BEpPCUN, MNpueMa B 3SKCnayaTauumio
HOBbIX CUCTEMHbLIX W MPUKAAAHbIX MNporpaMMm Ha 3awuwaembix CBT (paboumx
CTaHUMAX, cepBepax) - KTo obnagaet nNpaBOM pa3pelleHns Takux AEeNCTBUN, KTO
OCYLLECTBNAET, KTO KOHTPOJIMPYET, M 4YTO Npu 3TOM OHU JOJ/DKHbI AenaTtb -
rapaHTupytowmm nx 6esonacHocTb U otcytcTeme Pr1B;

e NOPSAOK MCNONb30BaHUSA, XPaHEHUS N KOHTPONS LEOCTHOCTM NPOrpaMMHbIX
NpoOAYKTOB;

e MOPSAOK 3aMeHbl WM pEeMOHTA CpPeACTB  BbIYUCAUTENIBHOM TEXHWUKU Ha
3awmwaemon CBT (B AC) - kTo obn1lagaeT nNpaBoM pa3pelleHns Takux A4eNCTBUN, KTO
NX OCYLLECTBNAET, KTO KOHTPOAUPYET, U YTO NMPU 3TOM OHW AO/KHbI AenaTb;

e NOPSAAOK U MNEPUOAMNYHOCTb aHasM3a CUCTEMHbLIX XXYPHasnoB perucrpaumu u
NPUHATUSA Mep MO 3aperucTpmMpoBaHHbIM  HECAHKUMOHUPOBAHHLIM  AENCTBUSM
nonb3oBaTtenen CBT.

Ana  peanusaumu  BMNoCNeaAcTBMM  BO3MOXHOCTM  co3paHus  nobomy
NoNb30BaTeNto M30JMpPOBaHHOM nporpamMmHon cpeabl (UMNC) Heobxoammo, 4TOobbI
BbllUeHa3BaHHble AOKYMEHTbl W MpaBuia pasrpaHUYeHnss AO0CTyna K pecypcam
rapaHTUpoBanu:

e ICKJIIOUYEHNE BO3MOXXHOCTM AOCTYMNa HENPUBUAErMPOBAHHbLIX MOSib30BaTeNen K
Haxoaawmxca B CBT WHCTpyMeHTalbHbIM W TEXHONOMMYeCKUM nporpamMmmam, C
NOMOLLbIO KOTOPbIX MOXHO NpoaHanusmpoBaTb paboTy C3U v npeanpuHATb MOMbITKK
MX <«B3/I0OMa» KU o06xoaa, BHeApeHWs paspylalowmx MporpaMMHbIX BO34ENCTBUMN
(PMB);

® UICK/IIOUYEHNE BO3MOXHOCTU pa3paboTku nporpamm B 3alUULLEHHOM KOHType
CBT (cuctemsbl);

e ICKJIIOYEHNE  BO3MOXHOCTM  HECAaHKLUMOHWPOBAHHOM  MoauduKaumm u
BHEAPEHUS HECAHKLIMOHNUPOBAHHbIX NPOrpaMMm;
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e XKECTKOE OrpaHuyeHne Kpyra nauu, obnagavoWwMMU paclUMPEHHbIMU UK
HeorpaHM4YeHHbIMM MOTHOMOYMSMMN MO AOCTYNY K 3alMLaeMbiM pecypcam.

C yuyeTOoM BbIWECKa3aHHOro HeobxoanMMoO TakxXe pas3paboTaTtb UM BHeCTU
HeobxoAnMble U3MEeHEHUS BO BCe OpraHuM3auMOHHO-pacnopsanTesbHble AOKYMEHTbI
(nonoXxeHns o nogpasneneHnsax, @yHKUMOHaNbHble 0643aHHOCTU COTPYAHWKOB,
MHCTPYKUWMMN NoNb30oBaTenien v T.4.) N0 BONpocaMm MHpopMaunoHHOM 6e30nacHOCTUN n
npasunam pabotel Ha CBT (B AC) C BHeapeHHbIMWM CpeacTBamMu  3alUMThI
CMNO «Akkopa», LENCTBUSM B Cllydyae BO3HUMKHOBEHMS HeLWTaTHbIX CUTYaUWUn.

1.2. YctaHOBKa U HacTtpouMka CMO «Akkopa>»

AomuHuctpatop bW opraHmsyetr yctaHoBky CIMO «Akkopa», wucxoas w3
NPUHATOM B OpraHm3aumm NOAUTUKM  MHPOPMAUMOHHOM  6e3onacHoCTM un
OCYLLEeCTBNAET KOHTPOJ1b 38 KAa4YeCTBOM €€ BbIMOJIHEHUA.

MopsiaoK  ycTaHoBKM U HacTponku CINO «Akkopa» B COOTBETCTBUM C

KOHdUrypaumemn CBT COAEPXNTCHA B «PykoBoacTtee no yCTaHOBKe>»
(11443195.509000.056 98).

BHMMAHME! YctaHoBka CI1O «Akkopa» AO/MKHa MNpoBOAUTLCA B MNPUCYTCTBUMU
agMuHucTpaTtopa bU.

BHUMAHME! Cneayet noMHuTb, 4To B OC cemenctea Windows, HauMHas C Bepcumn
Vista, apansep AcXAllow.sys (3anper poctyna K obwmMm pecypcaM) BblK/OYaeT
BECb Bxogawmmn Tpaduk Ha PC.

B HacTtosweM pasgene paccMaTpuBaeTCs MNOPSAOK HACTPOMKWM  3aLUUTHbLIX
MexaHnamoB CI1O «AkkopA» B COOTBETCTBMM C MpaBuiaMW pasrpaHMyeHns Aoctyna
(NPA) kK HdOpMaLUn, NPUHATBIMKW B OpraHusauunun (Ha npeanpusatmu, dvpme u T.4.).

CopepxaHunem 3T0oM paboTbl sBASETCA Ha3HadveHue nonb3oBatenam CBT
MOJIHOMOYMI NO A[OCTYNy K pecypcaM B COOTBETCTBMM C pa3paboTaHHbIMKM (K
BO3MOXHO YTOYHEHHbIMM B Xxoae HacTponkum CIO «AKKopa») OpraHM3auuMoHHO-
pacnopsaanTesibHbIMWU AOKYMEHTaMM.

MonHoOMoOuUMsa nonb3oBaTenen no agoctyny Kk pecypcam AC (CBT) Ha3HauvatoTCcs C
nomoubio nporpamMmbl ACED32.EXE! nyTeM COOTBETCTBYIOLLLEN HACTPONKMN:

e CPEACTB MAEHTUDUKAUMM U ayTeHTUdMKaAuMM NoNb30BaTENEN, C Y4YETOM
HeobxoAMMOW ANNHBI NMaposis WU BPEMEHWU €ro >XW3HW, OrpaHUYEHUMEM BpPEMEHU
aocrtyna cybbvekta K CBT;

e MEXAHM3MA YyrpaB/eHns AOCTYNOM K pecypcaM C MCNo/b30BaHUEM aTpmbyToB
AOCTyna, KOTOopble YCTaHaBMBAOTCA aAMUHUCTPATOPOM B B COOTBETCTBME KaXXaAoMn
nape «cybbekT poctyna - 06bekT A0CTyna» npu perucrtpaumu nosb3oBaTenemn
ncxoas U3 nx PyHKUMOHaNbHbIX 0693aHHOCTEN;

! Onucanve nporpaMMmbl M NOpPSAOK €€ MPUMEHEHMS - CM. JOKYMEHT «YCTaHOBKa npasun
pasrpaHunyenus pgocrtyna. [porpamma ACED32» (11443195.509000.056 97), nocrtaBnsiemMbli B
KOMMJIEKTE 3KCM/yaTauMOHHON AOKYMEHTaUMM Ha KOMMNEKC
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e MEXaHM3Ma (hyHKLUMOHaNbLHOro 3aMblKaHUSA NporpaMMHOM cpeabl
nonb3oBaTenen cpeactsamum 3awmntbl CMO «Akkopa»;

® MEXAHN3MOB ynpaBieHun4d CTaHAapPTHbIMU npouenypamm neyaTtu,
npoueaypamu BBOAA/BbIBOAA Ha oTHYyXOaEMblE€ HOCUTENN MH(DOpMaLI,VIVI;

e IOMOJIHUTENbHbIX 3aLUNTHbIX MEXaHM3MOB, TaKMX Kak 6/110KMpOBaHWE 3KpaHa
N KJlaBUATYpbl B CNydasx, B KOTOPbIX MOryT peasin3oBbiBaTbCS Yrpo3bl MHGOpMaLmi,
a TakXe roAayn COOTBETCTBYHLIMX 3BYKOBbIX M BM3yallbHbIX CUIHAsOB Mpwu
NOMNbITKaxX HeCaHKLUMOHMPOBaAHHOro goctyna Kk CBT n ee pecypcam.

1.3. 3kcnayaTtauusa CMNO «Akkoppa>»

Mpn akcnnyataumm CrO «Akkopa» aamumHuctpatop bW pewaet cnepyrouwme
3a4aun:

e NoaAepXxunBaeT cpeacrtesa 3awutbl CIMNO <«Akkopa» B paboTocrnocobHOM
COCTOSIHUM U KOHTPOAMPYET NPaBMIbHOCTb X paboThbl;

e MPON3BOANT M3MEHEHUSI B HacTponke cpeacTB 3awmTbl CMNO «Akkopa» Ha
OCHOBaHMM W B MOSIHOM COOTBETCTBMM C WM3MEHEHUAMMU NpaBW pasrpaHUyYeHUs
poctyna. OHM MoOryT O6biTb BbI3BaHbl pPasfM4YHbIMK  MPUUYMHAMKW, Hanpumep,
M3MEHEHWEM COCTaBa nMoJib3oBaTenien, WX AOMKHOCTHbIX W (YyHKLUMOHANbHbIX
0693aHHOCTEN, pacCLIMPEHNEM HOMEHKAATYpbl WCMONb3YEMbIX TEXHUYECKUX W
NpOorpaMMHbIX CpeacTB, 3a4ay 1 T.M.

e OCYLLECTBNSAET TeKYyLWMN KOHTposb 3a pabotonm nonb3osatenen CBT c
BHeApeHHbIMK cpeacTBamMu 3awmTbl CIMNO «Akkopa»;

e aHANM3NPYET COAEPXKMMOE XypHana perucrpaumm cobbiTuin, popmMuUpyemoro
cpeactBamMu CIO «AKKopa», M Ha 3TOWM OcCHOBe BblpabaTbiBaeT NpeanoXeHus no
COBEPLUEHCTBOBAHMIO 3aWMTHbIX MeXaHW3MoB, peanusyembix cpeactsamm CIr10O
«AKKOpA», NpuHMMaeT HeobxoAuMble Mepbl MO COBEPLUIEHCTBOBAHUIO CUCTEMDbI
3aWnTbl MHPOPMALIMK B LIESIOM.

BHUMAHME! HenpepbiBHass opraHu3aumMoHHas noanepxka QYyHKUMOHMPOBaHUS
cpeacts 3awmnTbl CMO «Akkopa» npeanonaraeTt obecrnedyeHne cTpororo cobnogeHus
BCeMu nosnb3oBaTtenamm tpebosaHun CbN (agMmHucTpaTopa bU).

1.4. CHaTMe 3almThbl

CHaTmne (oTkntoueHune) cpencts 3awmTbl CMNO «AKkopa» MOXeT noTtpeboBaTbCcA
AN YCTaHOBKM Ha XEeCTKUMW AUCK KOMMNbkoTepa Kakoro-nbo HOBOro rnporpaMMHOro
obecneyeHuns - onepauymMoHHOM cucTeMbl, NnpuknagHoro MO u T.4.

BHMMAHME! CHatve 3aWwunTbl pas3peleHo TOoNbKO  aaMuHUcTpaTtopy bW
(cynepsusopy).

Onsa cHATUA 3aWwnTbl aaMUHUCTpaTopy BU Heob6xoanMMo OTKAOUMTE NoACUCTEMY
pa3rpaHnU4YeHns aocTyna:

1)3arpy3untb CBT 1 BOMTM B CUCTeMY C NapaMeTpamMum agMuUHuUcTpaTtopa bU.
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2)3anyctutb nporpammy ACSETUP.EXE w3 katanora C:\ACCORD.X64
(C:\ACCORD.NT - gnsa 32-6utHbix OC) 1 BbINONHUTL Npoueaypy naeHTUduKaumm
agMuUHuUcTpaTopa bWU.

Echn  uaeHTudwmkaums npowsa YyCnewHo, TO Ha 3KpaHe nosABAAETCS
ANanoroBoe OKHO nporpamMmbl HacTporkn CMNO «Akkopa».

3)B nyHKTe MeH «KoMmaHAabl» nporpaMmmbl HacTponkn CIMO «Akkopa» cneayet
BbibpaTb  NOANYHKT  «CHATME» M BbINOMHUTb  AENCTBUS, peKoMeHAyeMble
nporpammon. locne BbINOAHEHUS KoMaHAbl «CHATME» noacucTteMa pasrpaHUYeHus
aoctyna byager OTK/AKOYEHaA, W Npu  chepywwen  3arpyske He  byaet
akTueusumpoBaTtbcsa. Katanor ACCORD.X64 (C:\ACCORD.NT - gna 32-6utHbix OC)
OCTaeTCsa Ha XecTkoM aucke. [lpn  Heob6xXxoAMMOCTM  MOXHO  MOJIHOCTbKO
aenHctannuposaTb CIMO «Akkopa». B naHenun ynpasneHus Bblbupaem «lporpaMmmel
M KOMMOHEHTbI», HaxoaAuM U Bbigensem cTtpoky «Komnnekc C3N HCA Akkopa-Win64
K», nanee komMaHAa «Yaanumtb».
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2. OCHOBHbl€ Me€XaHU3Mbl peannM3aumm 3alWmnTHbIX PYHKLUA
CNno «Akkoppa>»

2.1. TpeboBaHue naeHTudpnkaumm m ayteHTudpmkaumm

B cooTBEeTCTBMW C HOPMATUBHbLIMW AOKYMEHTAMM, KOMMNEKC CPEeACTB 3aluTbl
(KC3) pomxeH TpeboBaTb OT nofnb3oBaTenen naeHtudpunumposaTb cebs npu 3anpocax
Ha poctyn. KC3 po/mkeH noaBepratb NpoBepke MOAJMHHOCTE  AdHHbIX AN
naeHTndmnkKaumm cybbekta - OCyLWecTBNATb ayTeHTudukaumo. KC3  pgonxeH
pacnonaratb Heob6xoAMMbIMM AAHHLIMW AN UAEHTUPUKAUMM U ayTeHTUduKaumm.
KC3 pomkeH npenarcTBoBaTb AOCTYyny K  3allMUAeMbiM  pecypcaM  He
NAEHTUPULMPOBAHHbIX MNOJSIb30BaTese M nosb3oBaTenen, Ybs MOAJMHHOCTb MpU
ayTeHTUdUKaumm He noaTeepamnach.

Peannszayuuns

1)NaeHTMdUKaumMa A0HKHA BbINOMHATLCA TPYAHO KOMMPYEMbIM YHUKaNbHbIM
NAEHTUHUKATOPOM A0 3arpy3kn onepaLuoHHON CUCTEMBI.

2)AyTeHTUdUKaumMsa A[OHKHA BbINOAHATLCA C  obecnedyeHuMeM 3alWnTbl  OT
pacKpbITUS Naposisa - Mo KpanHen Mepe, Nnaposb Ao/KeH 6biTb 4OCTAaTOYHOMN ANINHbI U
NPOBEPATLCSA OH AOJ/IKEH TakKXe A0 3arpy3ku onepaunoHHon cuctembl (OC).

3)domxeH obecneymBaTb KOHTPOJIb LEOCTHOCTM MPOrpaMM WM AaHHbIX M Ha
3TOM OCHOBE 3alWMTa OT HECAHKLMOHNPOBAHHbIX MOANMUKALMA NPOrpaMM N AaHHbIX;

4)B cocTtaBe cpeacTtB 3awmnTbl oT HCA AomkHbl 6bITb CpeacTBa, NMo3BoJiAOWMeE
obecneunTb KOHTPOSb 3anycka 3ajady WM Ha 3TOM OcCHOBe QYHKUMOHaNbHOE
3aMblKaHue MHPOPMALMOHHbIX CUCTeM C NCKJTIOYEHUEM BO3MOXHOCTU
HecaHKUMOoHUpoBaHHOro ebixoaa B OC.

2.2. TpeboBaHue rapaHTUM NPOEKTUPOBaHUSA

Ha HayanbHOM 3Tane npoekTupoBaHus KC3 ponkHa CTPOUTLCS MOAENb
3alUnTbl, 3ajdalowas NpuUHUMN pasrpaHUYEHUs A0CTyna UM MeXaHM3M YyrpaBfeHUs
AOCTYMNoM. DTa MoAeNb A0/IKHa coaepXxaTb:

e HENpPOTUBOpPEeUMBble NpaBuia nameHeHuda MNPA;
e NpaBuna paboTbl C YCTPOMCTBAMM BBOAA M BbIBOAQ;
e hopMasnbHYyO MoAeNb MexXaHU3Ma ynpassieHns AOCTYMOM.

[onxHa npeanaratbCs BbICOKOYpOBHeBas crneuudukauma dactu KC3,
peanusylowero MexaHu3M ynpaBneHuMss A[OCTYyNOM W ero uHTepderncos. ITa
cneumdunkaumsa [OMKHa 6blTb BepudMUMpOBaHa Ha COOTBETCTBME 3afaHHbIX
NPUHUMMNOB pasrpaHUYeHuns aocTyna.

Peanunzauymn
OnuncaHnmne nonbitok HCA B cpeae Windows
MOoNbITKN HECAHKLUMOHMPOBAHHOIO AOCTyMNa MOryT 6bITb NPOBEAEHbI Yepes:
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1)Onepaynn pannoBomn CUCTEMBI.

NMoaobHble onepaumn Hanbonee 4yacto BCTpeydatoTcsa npu pabote ¢ Windows. K
HMM OTHOCATCS MOMbITKN YTEHMS, 3anMcn, Mogndukaumm n T.4. GanaoB 1 KaTtaaoros
nokanbHom wunun ceteBo CBT. OTCyTCTBME KOHTPOAS Hah TakKMMW MOMbITKAMU
NO3BOSISET HeaBTOPM30BAHHOMY MOSb30BaTeN0 MOAY4YUTb AOCTyn K  J1t0bown
nHpopmaummn, Haxogsuwenca s CBT.

2)Onepauunn paboTtbl ¢ peectpoM Windows.

2Tn onepaumm npenocTaBAsAlOT BO3MOXHOCTb A/ HECaHKUMOHWMPOBAHHOIO
AOCTyNna W HapyweHUss UeNnoCTHOCTM cuctembl (noagmMeHa CUCTEMHbIX annios,
BHeApeHne BpenoHOCHbIX nporpamm). lMepexBaTuB onepauun paboTbl C peecTpom
Windows, MOXHO aHann3npoBaTb 3anpochkl U npecekaTb nonbiTkn HCA.

3)3arpyska Mmoaynen u 3anyck nporpamm.

MNepexBaTnB 3arpy3ky MoAy/erl MOXHO OTCneauTb/3anpeTuTb 3arpysky
ctopoHHux moaynen (EXE, DLL, VXD, SYS) B cucteMe, 4TO no3BosiseT usbexatb
NoAMEHbl CUCTEMHbIX Moaynen. lNMepexBaTuUB 3anyCK UCMOJSIHSEeMbIX MOAYJ1IEN, MOXHO
oTCneanTb/3anpeTuTb 3anyck CTOPOHHWUX MNpPOLECCOB B CUCTEME, 4YTO MNO3BONSET
n3bexaTtb 3anycka BpeAOHOCHbIX NPOrpaMmM.

Pa6ora gpaviBepa ACRUN.SYS
OnepaumnoHHblie cucteMbl Windows MMeIOT ABYXYPOBHEBYO apXUTEKTYPY:

1)CucrtemHbI ypoBeHb (kernel mode) - umMeeT AOCTyn K annapaTHOMY YPOBHIO
nnbo Yepes nopTbl BOAA/BbiBOAA, NMOO Uepe3 3ape3epBUpOBaHHblie 06/1acTy NaMATK;

2)Monb3oBaTenbckn ypoBeHb (user mode) - O06blYHO (MCKNKOYEHUE
coctasnseTt, noxanyn, Win9x) He nMeeT npsiMoro A4ocTtyna K annapaTHOMY YPOBHIO,
a AOCTYMN K CUCTEMHOMY YPOBHIO OCYLLECTBASIETCS Yepe3 CMCTEMHbIE BbI30BbI;

Monb3oBaTenb MMEET AOCTYM TOAbKO KO BTOPOMY - MOJIb30BaTE/IbCKOMY.
OueBMAHO, YTO KOHTPOJIb AOCTYNa K pecypcaM Jydylle OCYLWEeCTBNATb Ha CUCTEMHOM
ypoBHe. EANHCTBEHHbIM CMOCOBOM 3acTaBMTb Haw Ko MCnonHATbecs B kernel mode
3TO NOMECTUTb 3TOT KOoA B ApanBep. [dpanBep — 310 dakTmyeckm yactb aapa OC co
BCEMM BbITEKAKOLWMMMN OTCIOAA NOCNEACTBUSAMMU.

Takum obpa3om, 3arpy3ms CBOWM ApanBep W nepexBaTuB, K NpuMepy, onepauum
dhannoBon CUCTEMbI NOSABNSETCS BO3MOXHOCTb:

1)nepexBaTbiBaTb OnepauuMn CO34aHWUS, OTKPbITUSA, YTeHUs, 3anucu B Nrbon
dann (y Hac npusunerun aapa CUMCTeMbl);

2)nepexBaTbiBaTb onepaumm CKaHMPOBAHUS KaTanoros;

3)nepeHanpaBnaTb arnnosble onepaunn (Hanpumep, nepeHanpaBnTb BbIBOA B
log-cpann).

B HaweM gpanBepe nepexsBaT AOCTyna K ansioBON CUCTEME, BbIMNOJIHEH NyTeEM
nepexsaTa CUCTEMHbIX BbI30OBOB S4pa, NepexBaTbiBAKOTCS CNeayrlmne CUCTEMHbIE
dyHKUNN:

e ZWCreateFile — co3zgaHne unm OTKpbITUE CYyLWEeCcTBYOWMX 0bbekToB (dannos,
nanok, ApanBepos...);

e ZWOpenFile - oTKpbITME cyuwecTByWwWnNX obbekToB (dannios, nanok,
ApanBepos...);
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e ZwCreateSection — co3gaHue HoBoro npouecca Win32;

e ZwSetInformationFile - nepenmeHoBaHne 06bekTOB, yaaneHne o6beKkToB;
e ZwDeleteFile - ynaneHne o6beKkTOB;

e ZWWriteFile — 3anncb nHpopmaunn B ob6bekT;

e ZWQueryDirectoryFile — npocMOTp coaep>XMMOro nanku;

e ZWSetSystemTime — ycTaHOBKa CUCTEMHOIO BpEMEHMU, AaThl;
e ZwDeleteKey - yaaneHue kntoua peecTpa;

e ZWOpenKey - OTKpbITME KJ1l0Ya peecTpa;

e ZWCreateKey — co3gaHue Ko4a peecTpa;

e ZwDeleteValueKey - yananeHue nepeMeHHOW peecTpa;

e ZWwSetValueKey - ycTaHOBKa 3Ha4YeHUS NepeMeHHON peecTpa;
e ZWQueryValueKey - yTeHue 3HayeHUs NepeMeHHON peecTpa;
e ZWClose - 3aKkpbiTe 06beKTa;

e ExFreePool, ExFreePoolWithTag — ocBoboxaeHne namMaTw.

Moyt BCe noaobHble BbI30BbI (ZW*) MMeloT B Tesie GyHKUMK criegytoLlee:

mov eax, NumberFunction

lea edx, [esp+04h]

int 2eh,

rae NumberFunction ectb HOMep BbI3biBaeMOM pyHKUNM B Tabnnue CUCTEMHbIX
CepBMCOB, KOTOpas HaxoAMUTCA NO aapecy, coaepxawemycs B rnobanbHOM
nepemeHHon KeServiceDescriptorTable. [JaHHasa nepeMeHHas yKa3biBaeT Ha
cneayowyt CTpyKTypy:

typedef struct SystemServiceDescriptorTable

{

SSD SystemServiceDescriptors[4];

> SSDT, *LPSSDT;

Huxe npMBOASATCSH ONUCAHUSA OCTaNlbHbIX CTPYKTYPp:

typedef VOID *SSTATI[];

typedef unsigned char SSTPT[];

typedef SSTAT *LPSSTAT,;

typedef SSTPT *LPSSTPT;

typedef struct SystemServiceDescriptor

{

LPSSTAT IpSystemServiceTableAddressTable;

ULONG dwFirstServicelndex;

ULONG dwSystemServiceTableNumEntries;
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LPSSTPT IpSystemServiceTableParameterTable;
} SSD, *LPSSD;

DescriptorTable Ha koTopyto yka3biBaeT KeServiceDescriptorTable goctynHa mn3
KernelMode.

ba3oBble  cepBuChbI aapa HaxoasTcs B KeServiceDescriptorTable-
>SystemServiceDescriptors[0].

Kaxablh anemMeHT Tabnuubl npeacraBnget cobon CTpykTypy Tmna SSD, koTtopas
COAEPXUT criegyloline AaHHble:

e [pSystemServiceTableAddressTable - MaccuB agpecoB ¢dyHKUMIA, KOTOpble
BbI3bIBAKOTCS NPM COOTBETCTBYIOLLEM Bbl30BE CepBMCa A4pa;

e dwFirstServicelndex - cTtapToBbIn MHAEKC B Tabnuue agpecoB QYyHKLMUNA;
e dwSystemServiceTableNumEntries - konnmuyecTso cepBuCOB;

e [pSystemServiceTableParameterTable - MaccnmB  6anT, coaepXxalmx
KonnyectBo 6anT, KoTopoe Heob6xoAMMO BblAENUTb Ha CTeke AnAs nepeaayn
napaMeTpoB B YyHKUMUIO.

Takmum o6pasoM, 4Tobbl NepexBaTUTb CEPBUC si4pa, AOCTAaTOYHO 3aMEHUTb B
KeServiceDescriptorTable> SystemServiceDescriptors[0] B Maccuse
IpSystemServiceTableAddressTable Hy>HbIW agpec Ha CBOM.

2.3. TpeboBaHMe peanunsaumm ANCKPELIMOHHOINO MexaHu3ma
pa3rpaHM4YeHus aocrtyna

KC3 pomkeH  KOHTponuMpoBaTb  AOCTYN  HAaMMEHOBAHHbIX  Cyb6bekToB
(nonb3oBaTenen) K HaMMeHOBaHHbIM obbekTaMm (dannam, nporpammam, ToMam u
T.4.).

KoHTposib gocTtyna no/keH 6biTb MPUMEHUM K KaXAoMy OObeKkTy U KaXXaomy
cybbekTy (MHAMBMAY UKW rpyrnne paBHOMNpPABHbLIX MHAMBUAOB).

Ona kaxagon napbl (cybbekT - 06bekT) B CBT f0/KHO 6biThb 3a4aHO SBHOE U
HeABYCMbICIEHHOE MepeyvncneHne AonyCcTUMbIX TUMOB AocTyna (4uTaTb, NucaTb WU
T.4.), T.e. Tex TWUNOB AOCTyna, KOTOpble SABASOTCA CAHKUMOHUPOBAHHbLIMKU AN
AaHHoro cybbekta (MHAMBMAA UMW Fpynnbl MHOMBUAOB) K AaHHOMY pecypcy CBT
(06bekTy).

MexaHu3M, peanusylwmmn AUCKPEUMOHHbIN MPUHLUMMN KOHTPONS A0CTyna,
[O/MKEeH npeaycMaTpuBaTb BO3MOXHOCTU CaHKUMOHUPOBAHHOINo usMeHeHua [P, B
TOM 4YucCrie BO3MOXHOCTb CAHKUMOHWMPOBAHHOINO M3MEHEHMS CNMCKa MNosib3oBaTenemn
CBT wn cnucka 3awuwaemblx obbektoB. [lpaBa wu3MeHaTb [P AOAXKHbI
NpefoCcTaBNATbCA BblAeNEeHHbIM cybbekTaM (agMMHUCTpauun, cnyxbe 6e3onacHoCcTm
n T.4.). JO/MKHbI 6bITb NpeayCMOTpPeHbl CpeAcTBa YMnpaBfiieHUSs, OrpaHu4YmMBaroLme
pacrnpocTpaHeHue rnpas Ha AOCTYT.

Peannzayums
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Ana peanus3aumm OUCKPELMOHHOrO MexaHu3Ma pasrpaHnyeHuss AoCTyna
HeobxoAMMO MO KpalHen Mepe KOHKPETU3NPOBATb TEPMUHbI, WUCMNOJSIb3yEMblEe B
dopmanbHoM onucaHun. [Mpu 3TOM Uenecoobpa3HO wUCXoAUTb U3 TOro, YTO
nony4yeHHass MoAenb AO/XHA, C OAHOW CTOPOHbI, ObiTb MOHATHA MONb30BaTENH), C
APYron - He OrpaHMuymMBaThb MONb30BATENS B peanunsauun npoueayp pasrpaHUyeHus
AOCTyNna W KakK MOXHO 6/5ime COOTBETCTBOBATb OCOOEHHOCTAM apXUTEKTYpbI
TEXHUYECKUX CPeacTB KOMMbOTEPA M 0COBEHHOCTAM onepaunoHHOM cuctembl. C 3TOM
TOYKM 3peHns HeobxoamMMo onpeaennTb, 4YTO uenecoobpasHo BbibpaTb B KayecTBe
06beKkTOB pas3rpaHWyYeHMss AoCTyna, W KakKue AOonyCcTUMble TuMbl  AOCTyna
uenecoobpasHO MCNOb30BaTh.

Obcyxpas 3TOT BOMPOC, OTMETUM, 4YTO B KadecTBe 06bekTOB B 60/bLUMHCTBE
OC ncnonb3ytotcs: Ancku — katanorn (nanku) - dannel (3agaun).

Bolbop TuMnoB pgoctyna uenecoobpasHo cBA3aTtb C  dyHkumamu  OC,
NOCpPeAcCTBOM KOTOPbIX OCYLLUECTBASETCA AOCTyn K pecypcam. [lepexBaT Bbl30BOB
3TUX PYHKUNIN NO3BONUT peanunsoBaTb MNP ansa SBHbIX AeMCTBUMW Nosb3oBaTens.

Peanuzauma TIP] nna CKpbITbIX AEUCTBMW Mosib3oBaTenss MoxeT 6biTb
OCYLEeCTB/IEHA 3a CYET OrpaHMYeHns nepeyHs 3agad, KoTopble Nosib3oBaTeslb UMeeT
npaBo 3anyckaTtb. 3TO O03HayaeT, 4TO0 cpeactsa [P A[OMKHBI  copepxaTb
BO3MOXHOCTb S$IBHOMO W HeABYCMbICIEHHONO OMMWCAHUA nepeyvyHsa 3ajad, 3anyck
KOTOPbIX pa3pelleH Noab3oBaTento, U CpeacTB KOHTPONAS 3a MUCMONIb30BaHUEM 3TUX
3aga4y. GopMUpoBaHME NepeyHs AOMKHO OCYLEeCTBAATbCA aAMUHUCTpaTopoM BU B
nopsiake, npeaycMOTpeHHOM ang dopMmnpoBaHns n nameHenus MePA.

B CIO <«Akkopa» AOWUCKpPeuMOHHble rpaBuia pasrpaHnyeHnsa AocCTyna
yCTaHaBnMBalTCad  npucBoeHMeM  obbekTaM  goctyna aTtpubyTtoB  pocTtyna.
YCTaHOBNEHHbIN aTpuUbyT O03HaA4aeT, YTo onpeaensieMas aTpmMbyToM onepaums MOXeT
BbINONTHATLCSA Haj AaHHbIM 06bekToM. B CMO npuMeHstoTcs cneayowmne atpnbyThbl:

e R - OTKpbITHE (hannoB ANs 4YTeHus;

e W - OTKpbITME (pannoB An4 3anucu;

e O - nogMeHa aTpubyta R atpnbytamMmn RW Ha 3Tane oTKkpbITMS danna;
e C - co3gaHue ¢dannos;

e D - ynpanenue ¢annos;

e N - nepenMeHoBaHue anaoB 1 NoaKaTanoros;

e\/ - BUAMMOCTb (pannoB;

e M - co3gaHMe KaTanoros;

e E - ynaneHune katanoros;

e N — NepeMMeHoBaHME KaTasioros;

e G - AOCTYNHOCTb A@HHOro KaTtanora (T.e. nepexoa K HeMy);

e X - UCNOJIHEHNE 3a4ay;

e S - HacnegoBaHMe nNoakaTtanoramMm atpnbyToB poaAMTENbCKOro KaTanora;

YcTaHoBneHHble aTpubyTbl onpeaensatoT BaxHenwyto Yactb MNP nonb3oBaTtens.
OT npaBunbHOCTM BblbOpa W YyCTaHOBKM aTpubyToB BO MHOMOM 3aBUCUT
3 dekTnBHOCTL paboTbl C3N. B 3TOM CBA3U aAMUHUCTpPATOP Cnyxbbl 6e3onacHoCTu
MHpOpMauMKM A0/HKEH SSICHO NpeaCTaBsATb, OT Yero U Kak 3aBmcuT Bbibop aTpmbyToB,
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Ha3Ha4aeMbiX 06bekTaM, K KOTOPbIM MMeeT AOCTyn nonb3oBaTesb. Kak MUHUMYM,
HEO6X0AMMO W3YyUYUTb MNPUHUUM pa3rpaHUYEeHns [OCTyna C MNOMOLWbK AaHHbIX
aTpmbyToB, a TakXxe ocobeHHOCTM paboTbl MPOrpaMMHbIX CpeacTB, KOTopble 6yayT
NpUMeEHATbCSA Nonb3oBaTeneM npu paboTe.

BHUMAHME! Ecnn ACED32 B okHe «ATpnbyTbl A0CTyna K 06bekTaM» He BbIBOAUT B
aepese 06bLEKTOB HeobXoAMMble K/HOUM peecTpa, TO 3TU KJIOYM MOXHO nponucaTb
«BpYy4HYlO» B none «WMmga obbekTa» (noapobHee CM. AOKYMEHT «YCTaHOBKA MpaBu
pasrpaHnyeHuns goctyna. lNporpamma ACED32»).

CneuuanbHaa nporpaMma -  pefakTop nNpas  AoCTyna, No3Bonser
aAMUHUCTpaTopy BN ansa kaxxaon napbl CybbekT - 06beKT onpeaenunTb:

Anss anckos:

e IOCTYMHOCTb, T.€. MNOJb30BaTesto AOCTYMHbl TO/IbKO Te JIOrM4Yeckue AUCKHU,
KOTOpble 9BHO onuncaHbl B MNP/;

Ansa karanora:
e JOCTYNHOCTb (Nepexon K AaHHOMY KaTanory);

e BUAMMOCTb (AaHHbIM KaTanor 6yaeTr BuaeH NoAb30BaTeNto U3 (annoBbIX
obonouek TMna Windows Commander nnn Explorer);

e Hac/ief0OBaHMe nogkKaTanoramMu aTtpnmbyToB KaTanora;
Ansa cogep>xnMoro karasiora:

e CO3JaHMe NoaKaTanoros;

e yAasnieHne nogKaTanoros;

e NepeMMeHoBaHue noaKaTasnoros;

e OTKpPbITME hannoB ANns 3anucu;

e OTKpbITME HannoB ANs YTEHUS;

e cO3aaHMe dannos;

e NepenMmeHoBaHue annos;

e yaaneHue ¢annos;

e BUANMOCTb hannos;

e «(DUKTMBHOE» OTKPbITUE (hannoB AN 3anucu;
Ansa 3apgay:

® UCMOJIHEHUE;

[JononHnTeNnbHO MOryT onpeaensaTbcs lMpaBa AocTyna K oTaenbHbiM dannam (c
yKasaHneM nojsHoro nyTu A[AocTyna) - 3TM npasBa 6yayt obecneumBaTtbCad B
6e3ycnoBHOM nopsake, Aaxe ecnu dann pacnosioxXeH B KaTtanore, AoCTyna K
KOTOPOMY JAaHHbIM Mosib30BaTeNnb He uMeeT, unam atpmbyTbl aoctyna pnsa danna
OT/INYHbI OT aTpubyTOoB KaTanora, B KOTOPOM OH HaxoauTtcsa. [lpeaycMoTpeHo
onpeneneHune cneayrowmx npas:

e OTKpPbITME hannoB ANs 3anucu;

e OTKpbITME (PaNNOB AN YTEHUS;

e CO3aaHMe dannos;

e yaaneHue ¢annos;
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e NepenMmeHoBaHue ¢annos;

e BUANMOCTb (Dannos.;

e «DUKTMBHOE» OTKPbITUE (hannoB ANs 3anucu;
e 3aMycCK 3ajau.

CyliecTByeT TakKXXe WU «4YepHbIM CMUCOK». IDTO (dannbl, WM KaTtanorm, KoTopble
NPUCYTCTBYIOT B CNMUCKe 06beKTOoB, AN KOTOPbIX HE YCTaHOBMEH HU OAMH aTpubyT
poctyna. O6bekTbl, ONMCaHHble B <«YEpHOM CMNUCKe», CTAHOBATCA HeaOCTYMHbIMU
nonb3oBaTesito, JaXe ec/iM OHW pacrosioXeHbl B KaTanorax, K KOTOpbIM
nonb3oBaTtesib MMeeT [OCTyn. B <«4yepHbIn CAMCOK» MOXHO BK/IOYATb TaKXe
Norn4yeckne MMeHa yCTpoOMUCTB U ApanBepbl YCTPOUCTB. DTN 06beKTbl NOCNE Takoro
onucaHus CTaHOBATCA HEeAOCTYMHbI nonb3oBaTento. Takum obpasom,
OCYLLEeCTB/ISETCSA COMOCTaBAeHne Nosib3oBaTesid U AOCTYMHbIX eMy YCTPOMCTB.

KpoMe 3TOro, B noacucrteMe [AUCKPEUMOHHOro AOCTyna peann3oBaHbl ABa
AONONHUTENbHbLIX aTpubyTa, npeaHa3HayeHHbIX A8 peructpaumm  obpalweHus
nonb3oBaTtenid K OTAeNbHbIM pecypcaMm. ATpubyT «r» - onpeaensetr perncrpauuio
onepauun 4YTeHus Ans oTaenbHoro obvekTta, aTpnbyT «w» - permcTpaumio onepaumm
3anmcn. Wcnonb3oBaHue 3Tux aTtpumbyToB Uenecoobpa3Ho B c/yyae, Koraa
aAMUHUCTpaTopy 6e30nacHOCTU HeobXxoaMMO MMEeTb MHpOopMauMo 0 BCeEX Cly4asax
obpaweHnsa (aaxxe CaHKUMOHMPOBAHHbLIM) K KPUTUYHbLIM pecypcaM, a He TOJIbKO
coobuweHuns o6 HC/.

2.4. TpeboBaHMe No peanunsaumm MaHAATHOrro NpuHUuMna
KOHTpPONA AocCcTyna

ans peanusaumm 3TOoro npuMHUMNa JAOJIKHbI COMOCTaBNATbCSA
KnaccMdUKaLNOHHbIE METKU KaXXAoro cybbekTa M Kaxaoro obbekTa, oTpaxatoume
MX MECTO B COOTBETCTBYIOLIEN Mepapxuu. MNocpeacTBOM 3TUX METOK CybbekTaM u
06bEKTaM [O/IKHbl Ha3HayaTbCsA KNaccuduKauMoHHbIe YPOBHUN (YPOBHU YSA3BMMOCTH,
KaTeropMm CeKpeTHOCTM W T.n.). [aHHble MEeTKW [O/KHbl CIY>XWUTb OCHOBOW
MaHAaTHOro NpMHUMNA pa3rpaHUYeHuns AocTyna.

KC3 npu BBOAE HOBbIX AA@HHbIX B CUCTEMY AO/DKEH 3anpawmBaTb U Nosy4vaTb OT
CaHKLMOHMPOBAHHOIO NOAb30BaTeNsd KNacCUPUKaLMOHHbIE METKM 3TUX AAHHbIX. [pun
CaHKLMOHMPOBAHHOM 3aHEeCEeHMM B CNMUCOK Mosb30BaTenen HOBOro CybbekTa AO/KHO
OCYLLECTBNATbLCS COMOCTaBNEHNE €My KNacCUMPUKALUMOHHbLIX MeTOK. BHewHue
KnaccudunkKaumoHHbIe METKM (cybbekToB, 06bekTOB) AOIKHbI TOYHO
COOTBETCTBOBATb BHYTPEHHUM MeTKaM (BHYTpu KC3).

KC3 pomkeH peann3oBbliBaTb MaHAATHbIA MNPUMHUMN  KOHTpPOAsS AoCTyna
NPUMEHUTENIbHO KO BCeM ob6bekTaM Mpu SIBHOM W CKPbITOM AOCTyrne CO CTOPOHbI
nboro n3 cybbekToB:

e Cy6beKT MOXET uMTaTb 06BHEKT, TONIbKO €C/IN nepapxmyeckas Kiaccmpukaumns
B KnaccuduKaumoHHOM YypoBHEe cybbekTa He MeHblue, 4YeM uepapxmyeckas
Knaccmukaums B KNAaCCUPUKAULMOHHOM YpOBHe obbekTa, W Heuepapxuyeckue
KaTeropum B KJacCMPUKaALUMOHHOM YpoBHe cybbekTa BKkIYalT B cebs Bce
nepapxmyeckme Kateropmm B KnaccuukaumoHHOM ypoBHe obbekTa;
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e CyOBEKT OCYLLUECTBASET 3aNMcCb B 06bEKT, TONbKO €Cln KacCUdUKauUOHHbIN
YypOBeHb CybbekTa B Wuepapxumyeckonm knaccumdukaumm He 6onbwe, 4yem
KNnaccuUKauMOHHbIN YpOBeHb 0bbeKTa B MepapxXmMyeckon Kraccudukaumm, mn Bce
nepapxmyeckme Kateropum B KnaccudmkaumoHHOM ypoBHe CcybbeKkTa BK/IKOYAlTCS B
Henepapxmyeckme Kateropmm B KnaccndmkaumoHHOM ypoBHe obbekTa.

Peanusaumna w™MaHpaTtHbix [P pgomkHa npeaycMaTpuBaTb BO3MOXHOCTWU
COMPOBOXAEHMUS: U3MEHEHNS KNAaCcCUDUKALMOHHbBIX YPOBHEN CYyHBHEKTOB M 06beKTOB
cneuvanbHO BblAeNeHHbIMKN cybbekTamu.

B KC3 pomxeH O6blITb peanu3oBaH Aucnetyep A[ocTyna, T.e. CpPeacTso,
ocyuwlecTBaslolWee nepexBaT Bcex obpaweHunit cybbekToB K 06bekTaM, a Takxke
pasrpaHnyeHne [oCTyna B COOTBETCTBUM C 3a4aHHbIM MPUHLUMMNOM pa3rpaHUYeHuns
aoctyna. MNpu 3ToM peleHne 0 CaHKUMOHWMPOBAHHOCTU 3anpoca Ha AOCTYyMn AO/KHO
NPUHMMATBLCS TONbKO NPU OAHOBPEMEHHOM pa3pelleHnn ero n AUCKPEeUnOHHbIMU, U
MaHaaTtHbiMn TPA. TakuMm o6pa3oM, [OKEH KOHTPOSIMPOBATbLCA HE TOJIbKO
eAVMHWNYHbIA aKT A40CTyna, HO U MOTOKU MHMOPMaLNN.

Peannszayms

PasrpaHnyeHne [goctyna C  WUCNOMb30OBaHMEM  MaHAATHOMO  MexaHu3Mma
ynpasneHusa pgoctynoMm CIO <«AKKoOpA» OCYLLeCTBAsSIeTCs NyTeM MNPUCBOEHUS
(3apgaHns) obbekTamM  gocTyna KaTteropumM  [ocCTyna (rpuda), KOoTopble
XapakTtepusyrTcs ypoBHeM agoctyna oT 0 (caMblh HU3KMIN) A0 15 (MakcuManbHbIN).
YcTaHoBNeHHbIM  ana obbekTta  AocTtyna rpud  ABASIeTCS  ero MeTKOM
KOH(UAEHUNANBHOCTMW.

Monb3oBatenssM wn npoueccam (onuUMOHaANbLHO) MpPUCBaAMBAKOTCS KaTeropum
aAoctyna (ypoBHM pgonycka), Takxe wu3MeHswowmecs ot 0 pgo 15. [doctyn
nosb3oBaTesia UM npouecca BO3MOXEH TOoraa M TOSIbKO TOrga, Korga ero ypoBeHb
Aonycka He Huxe rpuda obbekTa aocTtyna.

KaTeropun goctyna MoryT 6biTb MOMMEHOBaHbI KakK YPOBHWU CEKPETHOCTU, nnbo
apyrmm, 6onee yanobHbiM ana AaMmnHuctpatopa bW obpasom.

Ana  akTuBM3auuMM MaHAATHONO MexaHu3Ma pasrpaHnyeHnss  AOCTYNoM
Heobxoanumo B danmne ACCORD.INI B cekumn [ACED] ycCTaHOBUTb KJIHOY
MandatoryAccess=Yes. Ecnnm B MaHAaTHbIM MexaHu3M HeobxoanMMo BBeECTU
KOHTPO/b AO0CTyMna MpoueccoB Toraa, B 3TOM Xe ceKuum HeobxoauMO YyCTaHOBUT
kntoy CheckProcess=Yes.

HaszBaHMs 1 KONMYeCTBO KaTeropmim (MeTok KoHpUAEHUMANbHOCTN) 3a4atl0Tcsa B
danne ACCORD.INI B cekunn [MANDATORY]. Mo ymonyaHuio B CIMO «Akkopa»
onpeneneHbl 5 KaTeropmimn KoOHPUAEHUNaNbHOCTMN (CEKPETHOCTHN):

Level0=06wenocTtynHo
Levell=0BLWMWN_PECYPC
Level2=KoHpunaeHuymanbHO
Level3=CekpeTHO
Level4=CoBeplweHHO CeKpeTHO

AaMmunHuctpaTtop B nmeeT npaBo U3MEHATb Ha3BaHUSA N KOJIMYECTBO KaTeropumn
KOH(UAEHUNANBbHOCTM - HO He 6onee 15-Tn. C yBesnMyeHMEM HOMepa KaTeropum
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NOBbILAETCA KOHMUAEHUMaNbHOCTb JAaHHbIX. [anee HeobxoAMMO YCTaHOBUTb
YPOBEHb AOMNyCKa Mnosib3oBatenen. JTO AenaeTcsa ¢ noMouwbio nporpammbl ACED32 -
NYHKT MeH «KoMaHAbl», Aanee «YpoBeHb AocCTyna». [locne 3toro AAMMHUCTpaToOp
BU MoxeT Ha3zHauaTb KakK Ansa KaTtanoros, Tak U AN4 OTAesNbHbIX dannos TpebyeMble
YPOBHU JocCTyna.

NMpoBepka npaB aocTtyna cybbekTta (nonb3oBaTens WM npouecca) K KakoMmy-
nmbo obvekty poctyna (pecypcy CBT, nmb6o AC) ocywecTtBnsieTcss B Clenylowem
nopsiake:

1)MpoBepsieTcs, MMeeT NM Nosib3oBaTeNb NpaBa Ha AOCTYN, YCTAHOBJ/IEHHblE
ONCKPeUunOoHHbIM MexaHn3MoM CI1O «Akkopa».

2)Ecnn nonb3oBaTento yCTaHOB/EHbl MpaBa MO AOCTYNy AUCKPELUMWOHHbIM
MexaHuamoMm CIMO «Akkopa», TO NMPOBEPSETCS YPOBEHb AOMyCKa MNOSb30BaTeNs U
rpud (MeTka KOHdMAeHUManbHOCTN) obbekTa goctyna (pecypca CBT, nnbo AC).

3)Adoctyn 6yaet pa3pewéH TONbKO B TOM C/lydae, e€C/lM ypOBEHb Aonycka
nonb3oBartens 6onbwe, NMb60o paseH rpudy (MeTke KOHPUAEHUNANBHOCTM) 0b6beKTa
poctyna (pecypca CBT, nn6o AC).

B CIO «Akkopa» peanusoBaHa AOMONHUTENbHasa QYHKUMSA, MNO3BOMSAOLLASN
yCTaHaBMBaTb YPOBEHb AOCTYyNa UCMOJHAEMOMY NpOLEeCCy, KOraa OH 3arpy>aeTcs B
onepaTMBHY NamaATb. McnonHaemomy danny (nporpamMme) npucBanMBaeTCsl MeTKa
KOHpuaeHUnanbHoCTn (ypoBeHb A0CTyna) Kak ob6bekTy Ha aucke CBT. lNpu 3ToM
dann (nporpamma) 6yaer 3anyckaTbCs TONAbKO MNOJSib30BaTesieM C onpeaenéHHbIM
ypOBHeM gonycka.

Mocne ycnewHOW 3arpy3ku B OMepaTUBHYK MaMATb WCNOAHSAEMbIM dann
(nporpammMa), nony4aeT MeTKYy YPOBHS AOCTyna Kak cybbeKkT AoCTyna, KOTOpbIN
paboTaeT ¢ obbekTamm (pecypcamun). B 3TOM crydyae npoBepka AOCTyna K pecypcy
OCYLLECTB/ISIETCS B CNeAyloLleM nopsiake:

1)MNpoBepsieTcss, UMeeT NN MNoSb30BaTeNb NPaBO Ha AOCTYN B COOTBETCTBUMU C
AVUCKPELIMOHHbIM MEXaHU3MOM.

2)Mpn Hannunm AWCKPEUMOHHbIX MNpaB AO0CTyna nosib30BaTens cpencrsaMm
MaHAaTHoro mexaHusma CMO «AKkopAa» NMpPOBEPSETCS YPOBEHb €ro gonycka u rpud
(MeTka KOHdMaeHUManbHOCTKN) obbekTa aocTtyna (pecypca).

3)Ecnn pgoctyn pa3pewéH, TO MNpOBepsieTcs, UMeeT N TeKYyLWUA npouecc
ypoBeHb gonycka 6onbwe nmbo OH paBeH YpOBHIO AocTyna obbekTa (pecypca), K
KOTOpOMYy 06paTmicsa Nosb3oBaTeslb C MOMOLLBbIO 3TOro npoLecca.

4)[doctyn 6yaeT paspelleH TONbKO B C/lyyae YCMELWHOro BbINOMHEHUS TPEX
BbILLEOMNMNCAHHbIX NMPOBEPOK.

Mpu Takol peanu3aumnm MexaHuM3Ma YyrpaBfieHMs MOTOKaMU WHGOopMauuu,
obpaboTka MHdopMaLmn onpeaenéHHoro  YpOBHS KOHMUAEHUNANBHOCTH
BbIMOJIHAETCS TONIbKO C MOMOLLbIO BblAENEHHbIX NporpaMM (MpoLeccos).

2.5. Tpe6oBaHMe ynpaBneHUss NoTokaMmn nHdopmaunm

[O/MKHO OCYLWEecTBASATLCS YynpaBfieHMe MNOoTOKaMu WMHGOPMauMM C MOMOLLbIO
METOK  KOHduaeHuManbHocTU. [pu  3TOM  ypOBEeHb  KOHMUAEHUMANbHOCTU
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HakonuTesnen AOoMKeH 6blTb HEe HMXEe YPOBHS KOHMMAEHUMaNnbHOCTU 3anmcbiBaeMomn
Ha Hero nHpopMauunu.

Peannzayums

B CINMO «Akkopa». peann3oBaH MexaHu3M ynpasseHns NoToKkaMu nHdopMauum,
OCHOBaHHbIA Ha MpuUHUMNAX MaHAATHOro pasrpaHuyeHusa goctyna (CM. Bblwe 1.
2.3.). Mpun Takon peanumsaunmm MexaHusMa ynpasaeHUs NOTOKaMun WHdopMaumu,
obpaboTka nHpopMaumnm onpenenéHHoro YPOBHS KOHPUAEHUNANBHOCTHU
BbIMNOJIHAETCS TO/IbKO C NMOMOLLUbIO BblAeNEeHHbIX NporpaMm (NpoLeccos).

Kak gns katanoros, Tak v Ans oTAaenbHbiX (annoB MoxeT 6biTb YCTaHOBNEHA
MeTKa KOH(PUAEHUMANbHOCTM, a KaXAOoMy noJib30BaTesilo MNpuceBamBaeTCsa MeTKa
ypoBHS goctyna. AgMmuHuctpatop B B danne koHdurypaunmm ACCORD.INI moxeTt
YCTa@HOBUTb, WIN OTKAOYUTb dnar MCNoNb30BaHMA MaHAATHOrO YynpaBieHUs
AoctynoMm. EciM  MexaHu3M MaHAaTHOro AoCTyna BKKYEH, TO NOSAb30oBaTesb
NONYYUT AOCTYN TOJIbKO K TeM obbeKkTaM, MeTKa KOH(PUAEHLUMANbHOCTU KOTOPbIX HEe
Bbllle YPOBHSA A0CTyna cybbekTa (nonb3osatens).

B CMNO <«Akkopa» peanu3oBaHa [AonosiHUTeNbHass QYyHKUMUS, KoTopas
NO3BONISIeT YCTaHOBUTb YpPOBEHb AOCTyrna npoueccy B onepaTUMBHOW NaMATU. Takum
obpa3oM, ncnonHsembin damn (NporpamMma) MMeeT MeTKY KOHPMAEHUNANbHOCTU, KaK
obbekT Ha aucke CBT ©“ MOXET 3anyckaTbCsa TONbKO MNOJib30BaTesieM C
onpeneneHHbIM YypoOBHEM JA0CTyna, a nocne 3arpys3kym B OrnepaTMBHYK MaMsTb
noslydyaeT MeTKY YPOBHS AO0CTyna, Kak cybbekT, KOTopbin paboTaeT c obbekTamy,
MMELWMMMN  COOTBETCTBYIOLLYID  MeTKy  KOHduaeHumanbHoctn. [lpn  Takomn
peanM3aunmm  MexaHu3Ma ynpasfieHus  notokamMum  uMHdopMaumm  obpaboTka
MHpopMaLMM onpesesieHHOro YpoBHSA KOH(MUAEHUNAaNbHOCTU BbIMOJHAETCHA TOSIbKO C
NOMOLLbIO BblAesIeHHbIX nNporpaMm (npoueccos). MNpu 3TOM npoueccy aBToOMaTUYeCKHn
npuceamBatoTcs aTpubyTbl AOCTYyMa, KOTOpble 3anpewarT 3anmcb MHGOpMauUuUKM Ha
HOCUTENb, MEeTKa KOH(PUAEHUNANBbHOCTM KOTOPOro HMXe YPOBHS AOCTyna npouecca.

2.6. Tpe6oBaHue perncrpaumm cobbiTnmn

KC3 pomxeH 6biTb B COCTOSIHUM OCYLLUECTBASATb PEerncrpauunto cneayrowmx
cobbITui:

e CIMOJIb30BaHMe VI,CI,eHTVICbVIKaLI,VIOHHOFO 7 aYTeHTVICbVIKaLI,VIOHHOFO MeXaHn3Ma,

e 3aMpoC Ha AOCTyn K 3awuwaemomy pecypcy (oTkpbiTue ddanna, 3anyck
nporpamMmmbl u T.4.);

e CO3aHNE N YHNYTOXEHNE 0bbekTa;

e 1ENCTBUA NO naMmeHenuto MPA.

Ona Kaxagoro w3 3TuUX CcO6bITUM AO/MKHA perucTpupoBaTbCs  crefytoLlas
nHdopmaums:

e 1aTa N BpeMs;

e CybbeKT, OCyLeCcTBASIOLWNA perncTpupyeMoe 4encTeue;

e TN CObbITUA (eCcnn perncTpupyeTcs 3anpoc Ha AOCTyn, TO cleayeT oTMe4daTb
06beKkT 1 TN gocTtyna);
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e YCMELIHO N1 OCYyWecTBMNoCb cobbitne (06CnyxxeH 3anpoc Ha AOCTyn WAW
HeT).

KC3 pomkeH coaepXaTb cpeacrsa BblOGOPOYHOro  O3HAKOMNEHUSA C
perncTpaunoHHON MHGOpMaLmMen, a TakxXe permncTpupoBaTb BCe MNOMbITKM AOCTyMNa n
AeNCTBUSA BblAeNleHHbIX nosib3osatenen (aAMUHUCTPATOPOB 3alUnTbl U T.M.).

O6cy>xpeHne

lMpeacraenseTcs HeuenecoobpasHbIM MOCTOSAHHO OCYLLEeCTBNATb
nosIHOMacWwTabHy0 perucTpaunto BCceX MNOMbITOK AO0CTyrna BCEX MNOJib30BaTeNien Ko
BCEM pecypcaM - B NepBYyl o4yepedb, U3-3a BbICOKMX HaKNaAHbIX pacxonoB. B To xe
BpeMsi, BMNOJHE TnMpeacTaBMMbl CUTyauum, nMpu  KOTOpbiX Heobxoauma nonHas
TpaccupoBka cobbiTMKM. B 4acTHOCTM, MMEHHO TakoM cnocob cneayet NPUMEHSTb,
n3yyasi, Kakme pecypcbl TpebyeT HOoBas nmporpamMma - nepej TeMm, Kak nepepaTb ee
ANs  3KcnnyaTauum nonb3oBatensaMm. B asTon cBaA3mM uenecoobpasHo BbIAENUTb
HECKONIbKO YpOBHEN AeTanbHOCTU XypHana. YCTaHOBKY YPOBHS A€TasibHOCTU Ans
rnonb3oBaTtend cnepyert nopyyunTb aAMUHUCTpPATOpPY BU B nopsaake,
npeaycMoOTpeHHOM ANnd YCTaHOBKU U U3MeHeHusa MPA.

Peannszayuns

Kak ons kaTanoros, Tak WU ANa OTAENbHbIX (dali/ioB MOXET ObiTb yCTaHOBNEHA
onuus perucrtpauMm AocTyna K KaTanory um ero CoAepXMMOMY B permcrpaumoHHOM
XypHane. Perncrpaumns ocyLlecTBisSIeTCA B CNeAyOLWEM Nnopsiake:

e AN KaXAOro nosib3oBaTtens aaMuHucTpatop BW yctaHaBnuBaeT ypoBeHb
AETanbHOCTU XYpHana - HM3Kasl, CpeaHssl, BbiCOKas;

e AN NO6Oro ypoBHSA [AETafbHOCTU B XXYpHane OTpaxakwTcs napaMeTpbl
perMcTpaumm nonb3oBaTensd, AOCTyn K YCTPOMCTBaAM, 3arnyck 3ajay, MonbITKK
HapyweHus MNP, nameHenuna MNP (B 4aCTHOCTU, U3MEHEHWE Naposnen);

e 114 CpEAHEINO YPOBHA AETAJIBHOCTU B XYypHasie OTpa>akoTcd AOMNOJIHUTEJIbHO
BCeE MnonbITKM AOCTYyMNa K 3alunwaeMbiM AUCKaM, KaTajioraM m otaenbHbIM anVIﬂaM, a
TakKXe NonbITKN N3MEHEHUA HEKOTOPbLIX CUCTEMHbIX NMapaMEeTpOoB - AAaTbl, BPpEMEHN U
op.;

e 114 BbICOKOIo ypoBHA AETAJZIbHOCTU B XXYPHaJsi€ OTpaXatkTCcda AOMOSIHUTENbHO
BCeE nonbITKN AOCTYrMa K COAEPXKXMMOMY 3allnLLaEMbIX KaTaJ/lIOroB.

KpomMe 3Toro, mnpeaycMOTPEH MexaHW3M NPUHYAUTENbHOW perncrpauum
foctyna K obbekTtaMm. [ns 3Toro BBeAeHbl ABa AOMOSHWUTENbHbIX aTpubyTa, a
MMEHHO:

e r - GUKCUPOBATb B XYpHane BCE MOMbITKM AOCTYyMNa K 06bekTy Ha YTEHUE;
e W - GUKCUPOBATb B XYpPHane BCE MOMbITKM AOCTYMNa K 06bekTy Ha 3anuch.

Ncnonb3ysa 3tm aTtpubyTbl, aAMMHUCTPATOP MOXeT obecrneynTb perncrpauuto
CobbITUIM, BaXHbIX AN noaaep)XaHus HeobXxoAMMOro YpoBHS WMHQOPMAaLMOHHOW
6e3onacHocTu.

NMporpamma LogView.EXE no3sonseT ocywecTBuTb NPOCMOTP, BbIBOA Ha nevyaTb
M apxumBauuio XypHana peructpaumm cobbitun  CMNO  «Akkopa». XKypHan
oTobpaxaetca B Buae Tabnuubl. Kaxaasa cTtpoka Tabnmubl COOTBETCTBYeT OAHOMY
CcobbITUIO, 3aperncTpupoBaHHOMY B XypHarne.

XypHan coaepXxuT cneaytoulyto nHhopMauuto:
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e 1aTa N TOYHOE BpeMs perucrpaumm coboituns;

e 1I€TaNIbHOCTb XYypHasa, yCTaHOB/IEeHHas Ha MOMEHT perucrpaumm cobbitus;
e MA pabouen CTaHUMK;

e TN onepauunn - B Tabnuue BbiBOAMTCSA KpaTkasa abbpeBuaTypa;

e 06BEKT AocCcTyna - B Tabnuue BbIBOAUTCS MOMHOE HamMeHOBaHMe ob6bekTa
aoctyna. O6bekToM goctyna MoxeT 6biTb dain, Katanor, AUCK, yCcTponcteo. Ecnu
cobbiTneM ABNSETCA W3MEHeHWe npaB AOCTyna - B 3TOM none otobpaxatoTcs
obHoBNeHHble paBa goctyna;

e pe3ysibTaT cobbiTnsA. Npy NONOXUTENBHOM 3aBepLleHnn cobbITUA pe3ynbTaTt —
«OK>», npu oTpuuaTenbHOM - perucTpmpyeTcs HecaHKUMOHMpoBaHHbIN goctyn (HCA)
nnn owmnbka foctyna;

e UMs TpoLuecca - NporpaMMa, OoCyLlecTBasoWwas AOCTyN K 06bekTy B MOMEHT
perucTpauum cobbitvs. Ons yaobcTBa NpocMoTpa M aHanmsa MHGOpMauUnUM MOXKHO
BbIMO/HATL  (PUNbTPAUMIO MO OAHOMY WM  HECKOSIbKMM MonsiM  Tabnuubl. B
MpunoXeHnn 2 NpuBeAeH CMNpaBOYHUK, KOTOPbIA COAEPXUT KaK KpaTKoe, TaK W
NnoJSIHoe HauMeHOBaHWe onepaunii, perMcTpupyemMbix NOACUCTEMON perncTpaumu.

2.7. TpeboBaHMe OUYNCTKM NaMATHU

Mpy nepBoHa4yanbHOM HAa3Ha4YeHUW WAM MPpU NepepacnpeseneHnn BHeLHEN
namatn KC3 pgoskeH npepotepawatb AOCTYN Cyb6bekTy K OCTaTOYHOW MHGOpMauuu.
KC3 pommkeH OCywecTBnsATb OYMUCTKY OMepaTUMBHOM WM BHewWwHen namatn. OuucTka
OO/HKHA NPOU3BOANTLCS MyTEM 3anucu Mackmpyowen nHdopmaunm B NnamMsaTb Npu ee
ocBoboxaeHnn (NnepepacnpeneneHnmn).

O6cy>xkpeHne

Ecnn c BHewHen namsaTblo BCe SICHO, TO C onepaTuMBHOM eCTb Npobnembl. B
4YacTHOCTM - cpeactBamm DOS 610K namMaTun BblaenseTcsa 3ajadve, U cama 3ajava
CBOMMW CpeaCcTBaMM MOXET 3axBaTbiBaTb 6/710kn namatu. MNpu peanusaunm GyHKUNN
OYUCTKM MaMATM BaXKHO OYMLWATb KaK TO, TaK U Apyroe.

Peannzayums

B CMNO «Akkopa». ocyuwectBnseTca nepexsat pyHKUNMN O0CBOOBOXAEHNS NaMaTn
N 3aBeplieHns 3agaudn. VIMEHHO NMpu 3TOM U BbINOJIHAETCS O4YUCTKa onepaTUBHOM
namatn (ocsoboxgaemoro 6noka). OunucTka BHEWHEW NaMAaTU Ha JIOKallbHbIX W
CeTeBbIX ANCKAX BbIMOJIHAETCHA OMUMOHHO.

CooTBeTCTBYHOWAA OoNuusa «4Yucno Npoxoaos NpuU yaaneHun>» - KoM4ecTso
NpoOX0A0B CNy4YaMHOW MocneaoBaTeslbHOCTU MO coaepXXMMoMmy danna Ha AuMcKe npu
ero ypaneHwuwn, YycCTaHaB/MBaeTCa aaMuUHUCTpaTopoM bBW npu co3gaHuu TP
nosib3oBaTtesns.

OMUWOHHbIA MEXaHU3M TMPUMEHEH B CBSA3M C TEM, UYTO OYUYMCTKA BHELLHEMN
namMsaTn TpebyeT onpeaeseHHbIX BPEMEHHbIX 3aTpaT, KOTopble He Bceraa (Mcxoas u3
3HAUYMMOCTM 3aLUMLLLAEMbIX PECYPCOB) OMpaBAaHbI.

ATpnbyTbl YyCTaHaBnMBalTCsad C nomowbio peaaktopa [MPO k CBT wu
MHpopMaumoHHbIM pecypcaM AC. Pepaktop onuMcaH B [AOKYMeHTe <«YCTaHOBKa
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npaBun pasrpaHnyeHus pgocrtyna. [lporpamma ACED32.» (11443195.509000.056
97).
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3. HekoTopble 0cCO6eHHOCTH AeNCcTBUA aTpubyToB M
noarotosku N°PA

Yacto nepea HOpManbHOM MNOMbITKOW OTKPbITb cyuwecTeyowmn dann
NporpaMMbl BbIMOMHSAKT MNPOCMOTP COAEPXWMMOro Kartasnora. B aToM cnydae, ecnwm
aTpmbyT «V» He ycTaHoBfneH, dpyHKumm FindFirst n FindNext Bo3BpaTaAT pe3ynbTaT
«owmnbka». B HekoTopbIX cny4dasx (Npy HEKOPPEKTHOM yCTaHOBKe aTpmbyToB) 3TO
MOXET 6bITb NCTOYHUKOM KONTU3UNA.

OTMeTUM, UTo BCe aTpubyTbl, KpoMe aTpubyTa «G», OTHOCATCS K COAEPXUMOMY
KaTanora. ATpnbyT «G» OTHOCUTCA K COBCTBEHHO KaTanory.

Mpn HanucaHum nporpaMM XOpOLKMM TOHOM CUYMTaeTCs, Korga nporpaMma
co3faeT «BpeMeHHble» dalfbl B KaTtasore, UM KOTOPOro XpaHWUTCSA B NepeMeHHOM
okpyxxeHnsa TEMP. Hanpumep, OC Windows n Bce nporpammbl ang Windows upmbl
Microsoft BHayane nbITalOTCA HAaUTU NepeMeHHY OKpyxeHus TEMP, n npu ycnexe
MCMOMb3YT AaHHbIN  KaTanor Ans  pa3MeweHuns MPOMEXYTOYHbIX  AaHHbIX.
NMpuMeHUTENbHO K <«AKKOpPA» MOXHO pekoMeHaoBaTb cnepywuwee: Ecnm y Bac
3a/laHa nepemMeHHas okpyxeHuss TEMP, To goctyn K 3TOMy KaTanory AoJiKeH ObiTb
MaKCMManbHO MOSHLIM (CcneayeT UCKIUYUTD NULWb aTpUbyT «X»- 3anyck Nnporpamm).

OTAenbHO CTOUT paccMOTpeTb npuMmeHeHue aTpubyTta «O». BBepeHue 3TOro
aTpmbyTa CBsI3aHO C TeM, YTO psA4 NMPOrpaMM OTKPbIBalOT pana Ha YTeHMe U 3anuchb,
XOTS peanbHO UCMOMb3YIOT TOMIbKO onepaunm 4YteHusa. B 3TOM cnydae nosib3oBaTento
npuxoantcsa paspewaTtb [lpaBa p[octyna M Ha 4YTeHWMEe, W Ha 3anucb, 4TO
NOTEHUMANBbHO MOXET C/IYXUTb WUCTOYHMKOM WHGOPMALMOHHbBIX Yrpo3. YTobsbl
n36aBUTbLCA OT 3TOM OMACHOCTU, MOXHO <«pa3HeCTU» JAaHHble N0 chneymanbHbIM
KaTanoram. 2TO BMOJSIHE BO3MOXHbIM MyTb, OAHAKO, €ro NMpuMMeHeHue NpuBOAUT K
YCNOXHEHUI0 «llnaHa 3awuTbl» U yBENMYEHUIO KONMYecTBa KaTasnoros. BeBeAeHHbIN
B C3N «Akkopa» aTpubyT «O» no3BongeT pewuTb 3ajadvy ApyrMM MeToAdoM, a
MMEHHO: aTpmbyT «O» noameHseT (ansa 3agaydn) atpubyt "R" Ha COBOKYMHOCTb
aTpmbyToB «R» n «W». Npn 3TOM onepauns oTKpbITUS danna NnpoxoauT HOPMAsibHO,
a nonbiTKa 3anucu B 3TOT dann knaccupuumpyetca kak HCA. PeweHue o
npumeHeHun pana onucavua [P nonb3oBaTtenen atpubyta «O» npuHMMaeTcs
aaAMMHUCTpaTopoM BU B TOM cnydae, korga dann no naaHy 3awmTbl AOKEH ObiTb
AOCTYNeH nonb30BaTentd TONbKO 4S9 4TeHus, a npuMeHsaeMmas ansa obpaboTku
AAHHbIX MporpamMMma nbiTaeTCs OTKPbITb 3TOT dann M Ha 4YTeHWe, M Ha 3anuce.
AHanuMs cuTyaumm MoXeT OblTb BbINOSIHEH MYTEM WU3YYEHUA OKypHana npu
TECTUPOBAHUM MNporpaMMHOro obecne4vyeHus, nNAAHUPYEMOro A8 BKJKYEHUS B
cocTaB nporpaMmMHbIx cpeacts AC.

HekoTopble penakTopbl TEKCTOB (B 4YacTHoOCTU, Microsoft Word u «J1eKCUKOH>»)
COXpPaHAT npu peaakTuposaHum uHdbopMaumio B dannax, wuMsa KOTOpOro
OT/IMYaEeTCA OT MMEHU peaakTupyemoro danna (ykasaHHble peaakTopbl 3aMeHSIoT
nepBblI1 CUMBOJST MMEHW Ha CUMBOJT <«TUNbAa» - BOJMHUCTAs NWHUSA). Ecnmn Het
BO3MOXXHOCTWU He MCMNOJIb30BaTb Takue penakTopbl, TO Heob6XxoaMMO Mo - KpanHewn
Mepe npocneantb, 4Tob6bl 3TKM  annbl  OCTaBaNMCb HEAOCTYMNHbIMM  ANS
nosb3oBaTtesier, He UMeLWMX Ha 3TO NOSTHOMOUYMNA.
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ObpatuTe BHMMaHMe Ha AOCTaBKYy MHGOpMauun B BUAE ncnonHsemoro danna -
He BaXHO, B KaKOM BuWAe OCyWeCcTBAseTcd AoCTaBka - MO CeTUu, C MNOMOLWbIO
oTyyxgaemoro Hocutens u Ap. O4yeHb 4acTO MMEHHO TakoM cnocob ucnonblyeTcs
ONA BHeApEeHUS MpOrpaMMHbIX 3aKiafoK, U OYeHb 4YacTO MOKYLIEeHMS Takoro poaa
OKa3blBAKTCA yCrnewHbIMU. BapuaHT BO34eNCTBUS, BbiBEAWMN U3 CTPoS He ogHy BBS
- MoOCblJIka apxXmMBMpOBaHHOro darna, coaepxawero Heckonbko Gb Hynen. B
apXUBMPOBAHHOM BMAe TakKon ¢ann 3aHMMaeT BeCbMa HEMHOro MecTta, a npu
pPacKpbITUMN OYeHb BbICTPO 3aHMMAET BCe NPOCTPaHCTBO AMCKA.

Ans Toro, 4utobbl M36eXaTb HEMPUSTHOCTEM TaKOro poAa, HY>XHO 3anpeliaTb
3anycK 3aAay M3 BCEX KaTasioroB, KpOMe TEX, B KOTOPbIX XPAHSATCA MPOBEPEHHbIE
moaynu. Cneayetr Takxe o6paTuTb BHMMAHME Ha WCMNOSb30BaHME OTUYXAAEMbIX
HOCUTENel - Kak B MjaHe paspelleHUss Ha WCMosb30BaHMe (Aaneko He KaXaoMmy
NoJib30BaTeNt0 3TO HEO6X0AMMO), TaK M B MiaHe perncrpaumm u ydeta.



30
11443195.509000.056 90

4. NMpumepsbl MNP ana TMNOBbLIX CUTYaUlUn pa3rpaHuyYeHusn
Aocrtyna

BHUMAHME! lpaBuna pasrpaHnyennsa goctyna (MNPL), npuBeAeHHble B HACTOSILLEM
PYKOBOACTBE - 3TO /MWb MNpUMepbl MUCNOJMIb30BaHMA aTpubyToB A0CTyna, a He
onucaHme NonnTuKM 6e3onacHOCTU. B KaxXaoM KOHKPETHOM cny4dae agMWUHUCTpaTop
BW ponxeH onuceiBaTb peasnbHble pecypcbl AC (CBT)

Bynem cuutaTb, 4UTO (PU3MYECKMM AUCK Ha KOMMbloTepe pa3but Ha ABa
normyeckmnx gmcka. Kak Ha gucke C, Tak n Ha D pasMelleHbl KaTanoru, AOCTYyn K
KOTOPbIM MOryT UMETb pa3Hble Nosib3oBaTesin. [porpaMmMHbie cpeacTBa B OCHOBHOM
pa3MelleHbl Ha C.

4.1. NMNpumep 1. CybbeEKTy pa3pewieHo paboTtaTtb B KaTanore
C:\DOC

B atom cnydae [P ans nonb3oBatens AO/MXKHbI coAepXaTb Cneaylowmmn
nepevyeHb aTpnbyTOB:

Mpasa pocTyna':

C:\ [R Vv G X S]
C:\ACCORD.X64\ [R Vv G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\TEMP\ [R W C D N V M E G 0]

MosicHeHus: npu 3ToM BeCb AMCK C:\ AOCTYrneH TONbKO AN YTeHUs, B KaTanore
C:\ACCORD.X64\ pa3peweHo 4yTeHue ¢annos n 3anyck nporpamm, katanor C:\DOC\
aoctyneH nonHoctbto. K kartanory ...\TEMP\ cnepayer Bcerga 3agaBaTb MOJHbIN
AOCTYN, 3a UCKJIIOYEHMEM, pa3Be 4YTo, 3anycka nporpaMMm - 4acTto oH TpebyeTca ans
pa3sMelleHns BpeMeHHbIX dannoB npuknagHblx 3agad. ®annsl AUTOEXEC.BAT u
CONFIG.SYS nonHocTbtlo HeaocTynHbl (“ckpbiTble” dannbl).

4.2. NMpumMep 2. NMNonb3oBaTesnio Ha AUCKe 6yayT BUAHbI U
AOCTYMHbI TOJIbKO ABHO ONMUCaHHbIE KaTaJiorm

MpaBa foctyna’:
C:\ [R W C D N \Y M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]

Y ha npumepe 64-6utHoii OC. [Ana 32-6uTHoii OC BMecTo kaTtanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT

2 Ha npumepe 64-6uTHoit OC. Ons 32-6uTtHoit OC BMecTo kaTanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT
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C:\DOC\ [R W C D N V M E G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]

Katanor C:\NORTON\ onucaH, Tak Kak W3 Hero 3anyckarlwTcs 3agaynm - no
kpanHen Mmepe, NC.EXE, HO B HEeM 3anpelweHo yaaneHume n nepemMeHoBaHue
dannos. KopHeBow kaTanor onucaH 6e3 HacnepoBaHuUs npas Aoctyna. MMeHHO
Takon BapuaHT [P npepoctaBnseTr nonb30BaTeNt0 AOCTYN TONbKO K SBHO
OMMCaHHbIM KaTajsoram m ¢annaMm — ocTasjibHble pecypcCbl HEAOCTYMHbI U HEBUAUMBI
n3 nobbix pannosbix obosoyek.

Obpatute BHMMaHWe - MpuM TakKnx aTpumbyTax BWMAHbI W AOCTYMHbI dannbl,
pa3MelleHHble B KOpHEBOM KaTanore aucka C:. [nsa Toro, 4tobbl 3TM dannbl 6binn
HeAOCTYMHbl MOSIb30BATENI0, M3 ONUCaHUSA KOPHEBOro KaTasora HYXHO yAanuTb
aTpnobyT «V>»,

OoHako TakoW BapuaHT HenpuemneM npu pabote ¢ Windows, T.K. AaHHas
onepauMoHHas cCcucTtemMa npomM3BOAUT UTEHME W 3anucb HECKONbKUxX dannios,
pa3MelleHHbIX B KOPHEBOM KaTajnore. BoT npumep onucaHmsa npaB AoCTyna Ans
pabotbl ¢ Windows.

Mpasa pocTyna':

C:\ [R W C V M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\PROGRAM FILES\ [R W C V M E X S]
C:\RECYCLED\ [R W C V M E X S]
C:\TEMP\ [R W C D N V M E G S]
C:\WINDOWS\ [R W C D N V M E G X 5]

BoT Tenepb Mbl NONYYUIN TO, YUTO XOTENMN.

4.3. NMpumep 3. PazpeweHo paboTaTtb ToNbKO C hanisiamMm m
TOJZIbKO B Bbll€JIEGHHOM KaTtanore

B 3TOM cny4dae nonb3oBaTesno HeobxoanMo 3anpeTnTb 3anycCcK 3aga4, co3gaHune
N yaalneHmne noaKaTtasioros.

MpaBa goctyna’:
C:\ [R W C V M E G X 0]

Y ha npumepe 64-6utHoii OC. [Ana 32-6uTHoii OC BMecTo kaTtanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT

2 Ha npumepe 64-6uTHoit OC. Ons 32-6uTHoit OC BMecTo kaTanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT
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C:\ACCORD.X64\ [R Vv G X 0]
C:\DOC\ [R W C D N V G 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]

Tenepb MOXHO BepHYTbCs K [pumepy 1, n ybeautbcd, 4To Co3haTb KaTanor
MOXHO, HO YyBWAETb WX, Nepentn K HMM U Boobuwe paboTtaTb C HuMKM byaeTt
TpyAHOBATO - MO KpanHen Mepe A0 Tex nop, noka agMuHucTpatop bW He ycTaHoBUT
BHOBb CO34aHHbIM KaTtanoram Heobxoanmble aTtpmnbyThl.

4.4. NMpumep 4. NpuMmeHeHne aTpbyToB HacneaoBaHUsNA

Ectb n 6onee npocton cnocob - ycCTaHOBUTbL A/ pa3pelleHHOro Kartasnora
aTpMbyT HacnenoBaHMA NpaB AoCTyna.

Mpasa pocTyna':

C:\ [R W C vV M E G X 0]
C:\ACCORD.X64\ [R \Y G X 0]
C:\DOC\ [R W C D N V M E G S]
C:\NORTON\ [R W C VvV M E X 0]
C:\TEMP\ [R W C D N V M E G S]
Tenepb ¢ nogkaTanoramu npob6nem 6biTb HE A0XKHO.
4.5. Mpumep 5. To ke, HO NONIb30OBATEJIIO HeNb3A YyAANATb bannbl
MpaBa goctyna’:
C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\DOC\ [R W C N VvV M E G S]
C:\NORTON\ [R W C VvV M E X 0]
C:\TEMP\ [R wW C D N V M E G S]

AHanornMyHbiM 06pa3oM MOXHO MNpoOBEpUTb AENCTBUE ApYyrux aTpubyToB W
coyeTtaHun atpmbyToB. DTOT ISKCNEPUMEHT HaBEpHSAKa HaBeAeT Ha Mbican 06
ONTUManbHOM NPUMEHEHUN pa3rpaHNUYeHns AocTyna B Bawen cutyaymu.

Y ha npumepe 64-6utHoii OC. [Ana 32-6uTHoii OC BMecTo kaTtanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT

2 Ha npumepe 64-6uTHoit OC. Ons 32-6uTHoit OC BMecTo kaTanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT
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4.6. NMpumMep 6. Y nonb3oBaTena NOJIHbIN AOCTYN K ANPEKTOPUM
Ha aumcke D

OcCHOBHble NapaMeTpbl:

e NaeHTudpukatop: G2.

e [[paBa agMunHUCTpaTopa: Her.

e [leTanbHOCTb XYpHana: Huska4g.
Mpasa pocTynal:

C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [R W C D N V M E G X S]

4.7.MNpumMmep 7. KoHdbmaeHUuManbHoe AeN0onponusBoACTBO

O6blyHO 3apada  KOHMUAEHUMANbHOINO Aenonpou3BoACTBa CTaBUTCS  Tak.
Monb3oBaTentd MOPYyYEHO WCMOMHUTb AOKYMEHT, B3sB MCXOAHble MaTepuanbl U3
YKa3aHHOW eMy AMPEeKTOpuu, WU nepenaTtb FOTOBbIA AOKYMEHT B APYrYyk YKa3aHHYHO
eMy AMPEeKTOpMUIO. DTO O3HauyaeT, YTO Mbl AO/DKHbI onpeaenuTb A8 Nosb30oBaTens
pasnnyHble [lpaBa poctyna K AupekTopusMm. Tak, w3 0AHOM AUPEKTOPUMU
NoSb30BaTe/lb MOXET TONIbKO KONMMpoBaTb annbl (U, eCTeCTBEHHO, 03HAKOMUTbLCHA C
HMUMK), HO HE MOXEeT HW pefakTupoBaTb WX, HWU yaansate. B gpyron («csoen»)
ONpEeKTOpuMM OH MoXeT obpabaTbiBaTb AOKYMeHTbl 6e3 orpaHu4yeHun, a B TPETbIO
ONPEKTOPUIO MOXET TOJSIbKO 3anncbiBaTb rOTOBbIE MaTepuanol.

MycTe A4oNs  WUCNOAHEHUs AOKyMeHTa BblgeneH kartanor ...\HHH\, a
nosb3oBaTesb C pa3HbIMU NMpaBaMy MOXET UCMNONb30BaTb nogkatanorun Al, A2 un A3.
OTa 3a4ava peanumsyeTcs cneayrowmmm atpubytamm:

OcCHOBHble napaMeTpbl

e NpneHTudukatop: G2.

e [lpaBa agMuUHUCTpaTopa: Her.

e [leTanbHOCTb XYypHana: Huskasg.

MpaBa goctyna:
C:\ [R W C vV M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]

Y na npumepe 64-6utHoii OC. Ana 32-6uTHoii OC BMecTo kaTtanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT

2 Ha npumepe 64-6uTHoit OC. Ons 32-6uTHoit OC BMecTo kaTanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT
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C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Y G 0]

N3 aTOoro npumepa SAICHO, YTO nepes BKAKYEHMEM HEKOTOPOro rMporpaMMHOro
cpeacTBa B nepeyeHb MCMNOJSIb3YEMbIX B CUCTEME pa3rpaHnUYeHns A0oCTyna, HY>XHO ero
0COBEHHOCTU U3Yy4uuUTb. M3yuyeHne MOXET OCHOBbIBATbCA HA WCNOJb30BaHUMU
BbICOKOIr0O YPOBHS AETaNbHOCTW XYypHasa U aHanmise pe3ynbTatoB. [locnie Toro, Kak
CTaHEeT $CHO, KaKkue pecypcbl TpebyeT TO MAM MHOE NpPOrpaMMHOe CpeacTso,
HeobxoA4MMO Ha OCHOBE aHanM3a BbISIBUTb, MWMEKTCS JIM BO3MOXHOCTM Ans
HapyweHus MPL n MoXHO nn co3patb Takue P, koTopble obecneyaTt Tpebyembin
ypoBeHb 6e3omacHoCTM uHpopMmaumn. Tonbko BCNei 3a 3TUMM aaMUHUCTpaTop BU
MOXeT MNPUHSATb pelleHMe O BO3MOXHOCTU MPUMEHEHUS TeX WM UHbIX CPeacTB.
HekoTopble pekomeHgaunm no dopmuposaHuto MNPL npu ncnonb3oBaHun Hambonee
pacnpoCTpaHEHHbIX MpPOrpaMMHbIX cpeacts 06paboTkm MHbOpMaunnM npuBeneHbl B
COOTBETCTBYIOLEM pa3saene Huxe.

4.8. Npumep 8. To )xe, 4UTO U 7, HO pa3pelueH A0CTYN TOJIbKO K
KOPHIO AUCKa A

B aTOM cnyyae aTtpubyTbl MOryT 6bITb TAKUMMU:
MpaBa goctyna':

A\ [R Y G 0]
C:\ [R W C V M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

Y ha npumepe 64-6uTHoii OC. Ans 32-6uTHoit OC BMecTo kaTtanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT
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4.9. NMpuMmep 9. To ke, HO NOsIb30BaTesNIb MOXKET UnTaTb BCe
c¢dannbl, pasMmelleHHble Ha A

OTO O3HauyaeT, YTO Nosib30BaTeNto AO/MKHbI 6bITb AOCTYMHbLI BCE nogkaTanoru,
T.e. HY)KHO YyCTaHOBUTb aTpubyT HacnepgosaHua “S”.

MpaBa goctynal:

A\ [R Vv G S]
C:\ [R W C V M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Y G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

4.10.Mpumep 10. YcTaHOBKaA aTtpubyToB dpannos

Kak y>xe oTMe4yanocb, AOMOJIHUTENIbHO MOryT onpeaensTtbcs paBa goctyna K
oTAeNbHbIM annam - C NpUoOpUTETOM, Aaxe ecnn dann pacnosioXeH B KaTanore,
AOCTyna K KOTOpPOMY JaHHbliA nonb3oBaTeNb He uMeeT. PaccMoTpuM 3ajady,
aHaNOrnM4yHyto npueeaeHHol B [lpuMepe 9, HO C TEM OT/IMYMEM, UYTO WCXOAHbIN
MaTepuan Ansa UCMoSIHEHMS AOKYMeHTa pacnonoxeH B danne C:\BOOK\BOOK.DOC.

OTOT MaTepuan fo/KeH ObiTb AOCTYNeH Nofib30BaTesnto, HO Apyrue dannbl U3
TOro Xe KaTtasora AO/IKHbl 6bITb HEAOCTYNHbl. B 3TOM cnyyae atpubyTbl MOryT 6bITb
TaKUMWU:

MpaBa aocTyna’:

A\ [R Vv G S]
C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\BOOK\BOOK.DOC [R W C Vv ]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]

Y ha npumepe 64-6utHoii OC. [Ana 32-6uTHoii OC BMecTo kaTtanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT

2 Ha npumepe 64-6uTHoit OC. Ons 32-6uTHoit OC BMecTo kaTanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT
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D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

B pesynbTtaTe paboTbl MOHUTOpPA pa3rpaHMYeHnsa A40CTyna, Npu YCTaHOBAEHHbIX
TaknMm obpa3oM aTpubyTtax, nonb3oBaTesb HE CMOXET YBUAETb UCXOAHbIN dann (T.K.
He onucaH katanor BOOK), HO BMOSHE MOXET CKOMMPOBaTb €ro KOMaHAou copy
c:\book\book.doc d:\hhh\a2\c1\book.doc

O6bpatute BHWMMaHWe Ha Hanmume aTtpubytoB W,C un V. O@OyHKUuUK,
COOTBETCTBYKOLME 3TUM aTpmbyTaM, MWCNONb3YIOTCA BCTPOEHHOW KomaHpzon DOS
«COPY», n B aTON CBSA3W yCTaHOBKa UX saABNseTcs obsi3aTenbHOU. YTo6bl n3basutcs
OT TakKuX HeoAHO3Ha4dHoCTen, BMecTo KoMaHAabl «COPY» fydwe ucnosab3oBaTb
cneuvanbHO NOAroTOBNEHHYO Nporpammy. Ecnn Bbl ncnonblyete He command.com,
a Apyron uHTepnpeTaTop KOMaHAHOMW CTPOKM, TO NepeyeHb aTpubyToB MOXeET O6biTb
apyrum. Tak, gna NDOS pgoctatouHo aTpubyToB R U V - OH HanmncaH KOpPpeKTHEN.

EcTtecTtBEHHO, Ha aHaNOrM4yHOM MNpPUHUMNE MOXHO MNOCTPOUTbL M 3anucb B
3apaHee onpeaeneHHbln dann.

4.11.MpumMmep 11. YcTtaHOBKa aTpubyTOoB ANA BbiAEeNI€HHbIX
nporpamMmm

NMpeoycMOTpeHa TakXXe BO3MOXHOCTb YCTAHOBKW pa3pelleHus Ha UCMNOJSIHEHUe
3a4a4, pa3MelweHHblX B BblAesieHHOM danne - BblAeseHHbIX 3agadv. [lycTb
HeobxoanMMo 3anyctutb yTuamty TMTEST. [ng 3Toro ycTaHOBMM cneayroume
aTpubyThI:

MpaBa goctynal:

A\ [R Y G S]
C:\ [R W C V M E G X 0]
C:\ACCORD.X64\ [R Vv G 0]
C:\ACCORD.X64\TMTES [ Vv X ]
T.EXE

C:\BOOK\BOOK.DOC [R W C Vv ]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Y G 0]
D:\HHH\A2\ [R W C D N V M E G X S]
D:\HHH\A3\ [ W C Vv G 0]

Y ha npumepe 64-6uTHoii OC. Ans 32-6uTHoit OC BMecTo kaTtanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT
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B naHHOM npumepe u3 katanora C:\ACCORD.X64\ pa3pelweH 3anycKk TO/bKO
nporpammbl TMTEST.EXE.

ObpaTtnTe BHMMaHue - KpoMe aTpubyta «X» HeobxoaMMO YCTAaHOBUTb U «V>»,
ITO CBsA3aHO ¢ ocobeHHOCTAMM 3anycka 3aaad (pyHkums FindFirst).

4.12.MpumMmep 12. 3anperT goctyna Kk pannam

MycTb nonb3oBaTento A4 3anpelleH AocTyn K dannam c pacwupeHmem .BAT un
.SYS, pa3melleHHbIM B KOpHEBOM KaTasore aucka C:. B 3ToM cnyyae NP Bbirnagar
Tak:

OcCHOBHble NapaMeTpbl:

e NneHTudukaTop: A4.

e [lpaBa agMUHUCTpaTOpa: Her.

e [leTanbHOCTb XypHana: Huskas.
MpaBa goctynal:

C:\ [R W C V M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\*.BAT [ ]
C:\*.SYS [ ]
C:\DOC\ [R W C N V M E G S]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]

4.13.Mpumep 13. AHaNU3 pecypcos

NMepen TeMm, Kak BkawuYMTb B AC HOBOEe nMporpaMMHOe CpeacTBo,
aaMunHUcTpaTop B aomkeH nayuymTtb ero oCo6eHHOCTU B 4YacTu AOCTyMna K pecypcam.
He wuckntoyeHo, 4To TpebyeMble pecypCbl He MO3BONAT MPUMEHSATb M3ydyaemble
nporpammbl B coctaBe AC, win, BO3MOXHO, BO3HUKHET HeobXxoAMMOCTb
rnepecMoTpeTb «lnaH 3awnTbi>».

Ana aHanusa pecypcoB uenecoobpa3Ho yCTaHOBUTb B nporpamme «ACED32»
ON19 HeKOTOPOro nosib30BaTeNsi BbICOKUIM YPOBEHb AETASIbHOCTU XXYpPHana M MOJIHbIN
AOCTyn K KaTtanoram W dannaMm, nNpoBectTu ceaHC paboTbl C KU3y4YaembIiM
NporpamMMHbIM CpeACTBOM, a 3aTeM nocpeacTtBoM nporpamMmbl «LOGVIEW» nayuunTtb
Tpebyemble ang paboTbl nporpammbl pecypcbl. HeobxoAnMMO MOMHUTHL, 4YTO 06beM
XXYPHanoB Mpu BbICOKOM YpOBHEe AeTanbHOCTUM byaeT oveHb 60nblnM, U, B 3TOMU
CBSA3N, CceaHC paboTbl Ao/MKeH OblTb He CAMWKOM ASIMHHBLIM. Jlydwe, B ciydae
Heo6XoANMOCTH, N3yyeHne NPoBeCTU HECKOSIbKMMN HEBONbLLUMMU CeaHCaMM.

Y ha npumepe 64-6uTHoii OC. Ans 32-6uTHoit OC BMecTo kaTtanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT
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4.14.Mpumep 14. UcnonbsoBaHue atpmbyra «0O»

MycTe B coctaB AC BKJ/IlOUYEHA HeKOoTOopas crneuuannsvpoBaHHas npoueaypa
KonupoBaHUA MHMOpMaUnUn mycopy.exe (ecTteCTBEHHO, 3TO TOJIbKO npumep). MycTb,
Takxe, no llnaHy 3awWuTbl NOJSib30BaTeN0 AOCTYMHbl KaTanoru, kKak B lNpumepe 7.
MonblTaeMCa BOCMO/b30BaTbCS 3TOM Mpoueaypor Npu CrleayowmX yCTaHOBEHHbIX
aTpubyTax:

MpaBa goctynal:

C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Vv G 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

Bocnonb3yemcs ans konupoBaHusa wumewwenca B AC nporpamMmon mycopy
d:\hhh\al\test.txt d:\hhh\a2\test.tst

Mpu 3TOM 6yaeT BblAaHO coobueHue 06 ownbke - 0 HEBO3MOXHOCTU OTKPbITb
dann. N3meHum Tenepb aTpubyTbl AOCTyna, @ MMEHHO B 4acCTW OMNUWCAHWUS Mpas
pocrtyna Kk katanory d:\hhh\ail:

D:\HHH\A1\ [R Vv O G 0]

Mpu 3TOM npoueaypa 6yaeT yCnewHo BbiNO/IHEHA.

4.15.Mpumep 15. OnncaHme ceTeBOro pecypca

NnnocTpaunio MCNoNb30BaHUS CETEBbIX pPeCcypcoB MPOAEMOHCTPMPYEM Ha
3aZa4e, aHanorumyHom npwueeaeHHon B [lpumepe 7. 34ecb, OAHAKO, KaTanoru
pa3MeLllalTCcsa Ha cepBepe, a Nosib3oBaTeNu UMEKT pas/inyHble npasa. MNpuBoagnmas
Lenoyka nokasblBaeT, KakK MO>HO opraHu3oBaTb KoHunaeHunanbHoe
AenonpoussBoacTtBo B ceTn. Heobxogumo o6paTuTb BHMMaHME Ha oOnNucaHue
KaTanoros, pacnosioXXeHHbIX Ha cepBepe.

Monb3oBaresnnb: Al
OcCHOBHble NapaMeTpbl:
e NneHTudukatop: Al.

Y ha npumepe 64-6uTHoii OC. Ans 32-6uTHoit OC BMecTo kaTtanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT
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e [lpaBa agMunHUCTpaTopa: Her.
e [leTanbHOCTb XypHana: Huska4g.
Mpasa pocTyna':

C:\ [R W C v M E G X 0 §]
D:\ [R w C D N V M E G X 0O 0]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A1\ [R Vv G X A 0]
\SERVER\VOL2\A2\ [R W C D N V M E G X 0 0]
\SERVER\VOL2\A3\ [ W C Vv G O 0]

Monb3oBaresnb: A2

OcCHOBHble nNapaMeTpbl:

e NaneHTudukaTop: A2.

e [lpaBa agMUHUCTpaTOpa: Her.

e [leTanbHOCTb XypHana: Huskasg.

NMpaBa gocryna:
C:\ [R W C vV M E G X 0 ¢S]
D:\ [R W C D N V M E G X 0 ¢9]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A1\ [R Vv G X A 0]
\SERVER\VOL2\A2\ [R W C D N V M E G X 0 0]
\SERVER\VOL2\A3\ [ w C Vv G O 0]

Monb3oBarenb: A3

OcCHOBHble NapaMeTpbl:

e NaeHTudukaTop: A3

e [[paBa agMuUHUCTpaTopa: Het

e [leTanbHOCTb XypHana: Huskas

MpaBa pocrtyna:
C:\ [R W C v M E G X 0 §]
D:\ [R wW C D N V M E G X 0 ¢5]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A3\ [R Vv G X A 0]
\SERVER\VOL2\A4\ [R W C D N V M E G X 0 0]
\SERVER\VOL2\A5\ [ w C Vv G O 0]

Y na npumepe 64-6uTHoii OC. [na 32-6uTHoit OC BMecTo kaTtanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT
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MpuMeyaHue: 4To6bl AaTb NOb30BaTeEN0 MOJSIHbIA AOCTYN KO BCEM CETEBbIM
pecypcaMm, HY>XHO B OMMUCaHMM KaTasloroB BBECTU CUMBOS « \ » W AaTb MOJIHbIN
aoctyn - [RWCDNVMEGXO S]. B 3ToM cnyyae [AOCTyn onpenensieTcsds ToNAbKO
HacCTpoMKaMn CeTeBOro aAMMHUCTPUPOBAHUSA.

4.16.NMpumep 16. CozgaHne N30/JIMPOBAHHOW NPOrpaMMHOM
cpeabl (UMNC) B OC Windows

Windows obnagaet AoCTaToO4HO O6WMPHLIM HAabopoM YHKUUMN U YyTUAUT AN4
N3MEHEHUS KOHpUrypaumm n rnoakNoYeHNs HOBbIX YCTPONCTB M pecypcoB. C ogHOM
CTOPOHbI, 3TN GYHKUMK obneryaioT paboTy KBanMdpuUUMpOBAHHOMY MONb30BATENO,
HO C ApPYron - MOryT CNy>XuTb UcToyHMkoM HCA. Hanbonee acpdekTUBHbIM COCO6OM
co3zgaHma WMNC sasnaetca co3gaHuve <«b6enoro» Crnucka npoueccoB C MOMOLLbIO
MaHOATHOroO MeXaHu3Ma pasrpaHMYeHns [OoCTyrna C KOHTPOJEM MpoLeccoB w
AVMHaMUYeCKOro KOHTpONns  uenoctHoctn  dannoB w3  3Toro  cnucka  (cM.
MpunoxeHue 2  AOKYMeHTa «YCTaHOBKa nMpaBwua  pasrpaHMyeHuMs  AocTyna.
Mporpamma ACED32» 11443195.509000.056 97), kak wucnonb3ysa, TakK U He
ncnonb3ys ytunuty Actskmng.exe.

Mpn unCNonb3oBaHMM MaHAATHOrMO MeXaHM3Ma B pefakTope npas AoCTyna
ACED32.EXE aBTOMaTuyecku BKAwo4YalTcss B cnucok [P Bce 3agayn, KoTopble B
OaHHbIK  MOMEHT HaxoasaTcs B namMatu. B panbHenweM 3TOT CNMCOK  MOXET
KOPpPEKTUPOBATbLCA aAMMHUCTPATOPOM HA OCHOBe WHOpMauMM B XKypHane
pernctpaunn. Tllonb3oBaTtenb (MAM onepaunMoHHass CUCTEMA B CeaHce 3TOoro
nosib3oBaTensl) He CMOXeT B npouecce paboTbl 3anyCcTuTb MNPOLECC, KOTOPbIN
NblTaeTcsa NoAy4YnuTb AOCTYN K pecypcy, HO He BKJIHOYEH B 3TOT CMWUCOK, WU ero
YPOBEHb AOCTyNna HMXe MeTKM [octyna pecypca. [lpoueccy MOXHO Ha3HauuUTb
YypOBEHb A0CTyna TakumM obpa3oM, 4yTobbl obpabaTbiBaTb AaHHble(06beKTbl) C
onpeaeneHHoOMn MeTKOM A0CTyna nosib30BaTeslb CMOI TONIbKO npoueccamu(3agadamn)
C onpenesieHHbIM YpPOBHEM AOCTyna.

JlocTyn K nonb30oBaTeNbCKUM KaTanoram wu dannam cneayetr nponucaTtb B
COOTBETCTBUM C MOSIHOMOYUSMU, YCTAHOBJIEHHbIMM ANS AAHHOro nosb3oBaTtensa (c
MCNONb30BAHMEM AUCKPELIMOHHOINO MM MaHAaTHOro Mertoga). JocTtyn K ¢dannam um
nankaM onepaunMoHHOM CUCTEMbl OMUCbIBAOTCA Tak, 4Tobbl obecneunTb
paboTocnocobHOCTb CUCTEMbI, HO UCKAKYUTb BO3MOXHOCTb HECAHKLMOHUPOBAHHOIO
M3MEHEHMUS. Mocne  nepesarpysku KOMMblOTEpPa UM BXOoAa B CUCTEMY
3aperncTpupoBaHHoro nonb3oBaTtens 3anyctmtca OC Windows, B KoTOpou
nosb3oBaTteslb MOXeT paboTaTb TONbKO B pa3pelleHHbIX KaTanorax WM TONbKO C
ycTaHoBneHHbIM MO. MP/ B 3TOM Cllyyae MOryT BbirnsaeTb Tak':

MNMonb3oBaresnnb: MAIN_USER
e [lpaBa agMUHUCTpaATOpa: Het
e [leTanbHOCTb XypHana: Hu3lkasa

Y ha npumepe 64-6uTHoii OC. Ans 32-6uTHoit OC BMecTo kaTtanora C:\ACCORD.X64 -
katanor C:\ACCORD.NT
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——————————————— Ob6beKTbl----------------
:\ R VO G S] OCmenocTynHO
\ R VO G X0] OBmemocTyIHO
:\ACCORD.X64\ S] OBmemoCcTyIHO
:\BOOT.INT
:\DOCUMENTS AND SETTINGS\ RWCDNV MEGn XS] OOmenoCTyIHO
:\PROGRAM FILES\ R VO G XS] OBmenoCcTynHO
:\PROGRAM FILES\MICROSOFT OFFICE\ R v G S] OBmenocTyIHO
:\PROGRAM FILES\MICROSOFT OFFICE\*.DLL R \Y X
:\PROGRAM FILES\MICROSOFT OFFICE\*.EXE R \Y X
:\RECYCLED\ RWCDNV MEGn S] OBmenocTyIlHO
:\WINNT\ R VO G XS] OBmenocTymnHO
:\WINNT\SYSTEM32\ACCESS.CPL
:\WINNT\SYSTEM32\ACCORD. SCR R \Y% X
:\WINNT\SYSTEM32\ACGINA.DLL R \Y X
:\WINNT\SYSTEM32\ACRUNVDD.DLL R \Y X
:\WINNT\SYSTEM32\ACRUNVDD.EXE R \Y X
:\WINNT\SYSTEM32\ALSNDMGR.CPL
:\WINNT\SYSTEM32\APPWIZ.CPL
:\WINNT\SYSTEM32\AUTOEXEC.NT R
:\WINNT\SYSTEM32\AZIAHLP.DLL R \Y X

:\WINNT\SYSTEM32\BDEADMIN.CPL

:\WINNT\SYSTEM32\DESK.CPL

:\WINNT\SYSTEM32\DRIVERS\ACRUN. SYS

:\WINNT\SYSTEM32\FAX.CPL

:\WINNT\SYSTEM32\HDWWIZ.CPL

:\WINNT\SYSTEM32\IAMCPL.CPL

:\WINNT\SYSTEM32\INETCPL.CPL

:\WINNT\SYSTEM32\INTL.CPL

:\WINNT\SYSTEM32\IRPROPS.CPL

:\WINNT\SYSTEM32\JOY.CPL

:\WINNT\SYSTEM32\MAIN.CPL

:\WINNT\SYSTEM32\MMSYS.CPL

:\WINNT\SYSTEM32\NCPA.CPL

:\WINNT\SYSTEM32\NWC.CPL

:\WINNT\SYSTEM32\ODBCCP32.CPL

:\WINNT\SYSTEM32\POWERCFG.CPL

:\WINNT\SYSTEM32\STICPL.CPL

QlQl Q| Q| Q| Q| Q] Q] Q] Ol Q] Ql Ql Ql Ql Ql Q| Q| Q] Q] Q] Q] Q] Q] Q] Ql Ol Ql Ql Q| Q| Q] Q] Q| Q| Q| | &

:\WINNT\SYSTEM32\SYSDM.CPL
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C:\WINNT\SYSTEM32\TELEPHON.CPL [ ]
C:\WINNT\SYSTEM32\TIMEDATE.CPL [ ]
C:\WINNT\SYSTEM32\TMATTACH.DLL [R \Y% X ]
C:\WINNT\SYSTEM32\TMDRV32.DLL [R \Y X ]
C:\WINNT\TEMP\ [RWCDNV MEGn S] OBumemocTyIIHO
D:\ [R VO G 0] OBmemocTyIIHO
D:\OPEN DOC\ [RWCDNV MEGn S] CexpeTHO

E:\ [R v G 0]

E:\RECYCLED\ [RWCDNV MEGn S]

E:\SYSTEM VOLUME INFORMATION\ [RW Y G S]

ACCORD.SCR
ACRUNNT.EXE
AUTOCHK.EXE
CSRSS.EXE
EXPLORER.EXE
INTERNAT.EXE
LSASS.EXE
MPNOTIFY.EXE
NDDEAGNT . EXE
OSA.EXE
PSTORES .EXE
REALPLAY .EXE
RPCSS.EXE
SERVICES.EXE
SETUP.EXE
SMSS .EXE
SPOOLSS.EXE
SYSTEM
SYSTRAY.EXE
TASKMGR.EXE
USERINIT.EXE
WINLOGON.EXE
WINWORD.EXE
_AVPCC.EXE

[OBmwenoCcTynHO
[OBmemoCcTyIHO
[OBumenoCcTyIIHO
[OOmenoCTyMIHO
[OBbmenoCcTynHO
[OBmemoCcTyIIHO
[OBmenoCcTyIIHO
[OBmenoCcTyIIHO
[OBmenoCcTyHnHO
[OBmemoCcTymIHO
[OBumenoCcTyIIHO
[OBmenoCcTyIIHO
[OBbmenoCcTynHO
[OBmemoCcTyIHO
[OBumenoCcTyIIHO
[OBmenmoCcTyIIHO
[OBmenoCcTynHO
[OBmemoCcTyIIHO
[OBumenoCcTyIIHO
[OBmenoCcTyIIHO
[OBmenoCcTynHO
[OBmemoCcTyIIHO
[CexpeTHO]

[OBmenoCTyYyIIHO ]

S S S ST ST ST Ty S S Sy SO SN ST ST ST T VT T N S (S|

Monb3oBaTtenb cMoxeT paboTtaTtb C AoKyMeHTaMum B kaTanore D:\OPEN_DOC
Tonbko cpeacteamMu WinWord, n He MOXeT U3MEHUTb KOHMUIypauno CUCTEMBI.

4.17.MpumMmep 17. Perncrpauuvsa BbiBoAa AOKYMEHTa Ha
nevyartamoLljee yCTpoMcTBO

Monb3oBatenb: MAIN_USER*
e [lpaBa agMuHUcTpaTopa: Her.

Y ha npumepe 64-6uTHoii OC. Ans 32-6uTHoit OC BMecTo kaTtanora C:\ACCORD.X64 -

katanor C:\ACCORD.NT
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e CtapTtoBbiit KaTtanor: C:\.
e [leTanbHOCTb XypHana: Huska4g.

A\ [R W C D N V O M E G X S]
C:\ [R W V O G X 0]
C:\ACCORD.X64\ [R W V O G S]
C:\DRWEB\ [R W V 0 G S]
C:\MSOFFICE\ [R W C D N V O M E G X S]
C:\PROGRAM FILES\ [R W C D N V O M E G X S]
C:\TEMP\ [R W C D N V O M E G S]
C:\WINNT\ [R W C D N V O M E G X S]

Ana pernctpaumnmn BblBOAa AOKYMEHTA Ha nMNedartakulee YCTpOVICTBO 7
MapKUPOBKH KOHCbVILI,eHLWIaJ'IbHOFO AOKYyMEeHTa HY>XHO YCTaHOBUTb MNOACUCTEMY
KOHTPONS ne4yatu W BKJIKYUYUTb MONb30BATENO ONUUID <«AKTUBMUPOBATb KOHTPOJIb
ne4vyaTtum>.

Ona pernctpaumn TONbkOo akKTa BbiBOAA AOKYMEHTA Ha Meyartawulee
YCTPOMCTBO AOCTATOYHO YCTaHOBUTb aTpubyT w (perucrpauust 3anmcu) B CrnuckKe
aTpnbytos ob6bekTa C:\WINNT\SPOOL\PRINTERS\.
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5. NpaBoBble acnekTbl NnpuMeHeHua CIMO «Akkopa»

CneumnanbHoe nporpaMMHoe obecneyeHne cpeacTsB 3awWMTbl MHGOpPMaUUK OT
HECAaHKLUMOHUPOBAHHOIro aoctyna «Akkopa-Win64 K»™ u  conyTtcTBylowwas
OOKYMeHTaumMs 3aliumlleHbl 3aKoOHOM Poccmn 06 aBTOpPCKMX MpaBax, a Takxe
nonoxeHuamm MexayHapoaHoro [Jorosopa. Jltoboe mncnonb3oBaHne CIO «Akkopn»
B HapyleHue 3akoHa 06 aBTOPCKUX MpaBax WAM B HapylleHue NonoXeHun D[ Ha
CNO «Akkopa» 6yaet npecnegosatbcsi OKB CAIP B cuay Hawmx BO3MOXHOCTEMN.

ABTOpCKME MpaBa Ha AaHHOEe m3genue, B TOM 4ucie annapaTHble cpeacTtBa U
cneumanbHoe MO, npuHagnexat OKB CAIP, Poccusa, 115114, r. MockBa, 2-#
KoxxeBHu4ueckun nep. A.12, ten. (495) 994-72-62, dakc: (495) 234-03-10, E-mail:
okbsapr@okbsapr.ru.

OKBb CAIP pa3spewaer BaMm pgenatb apxuBHble KOMWUM MNpPOrpaMMHOro
obecneyveHuns «Akkopa»™ ANS UCNONb30BaHMSA noTpebutenem, npuobpetwmm CMO
«Akkopa»™ B YCTQHOBNEHHOM nopsake. Hu npu  kakmx obcToATenbCTBaX
nporpamMMHoe obecnedyeHne <«AKkopa»'™ He pacnpoCTpaHsIeTCs Mexay ApYruMu
npeanpuatTuamm (pupmMmamun) U nMuamu.

Yaanste B npoaykumm CMNO «Akkopa»™ yBeaoMeHne 06 aBTOPCKMUX NMpaBax HU
Npu Kakmx o6CToATENbCTBAX HE AOMNYyCKaeTcs.

MpumeHeHne cpeacts CMO «Akkopa»™ ans Apyrux uenein BO3MOXHO TOJIbKO
npu Hann4uu nucbMeHHoro cornacua OKB CAIP.

OTMeTuM, 4To npeablaywme orpaHMYeHusa He 3anpeLaroT Bam pacnpoCTpaHsTb
Bawwy cobCTBEeHHble UCXOAHblIE KOAbl WNM MOAY/MN, CBSA3aHHble C MNPUMEHEHUEM
nporpaMMmHoro obecneyeHus CMO «Akkopa»™. OaHako, TOT, KTO nojsy4yaeT oT Bac
Takue ucxodHble KOAbl WAW MOAYNM, AOMKEH npuobpectn CO6CTBEHHYHO KOMUIO
Halwero nporpaMMHoro obecrneyeHuns, 4Tobbl Ha 3aKOHHOM OCHOBAHUW UCMOIb30BaTb
€ero u nMeTb cepTndmnKaT COOTBETCTBUS.

OKBE CAIP rapaHTUpyeT McnpaBHOCTb DM3NYECKNUX IK3EMNASPOB annapaTypbl
N AOKyMeHTauum, noctaBnsiemMbix B coctaBe CIMO «Akkopa»™, cornacHo gopmynsipy
Ha CMO «Akkopa».

Mbl npocuM nosnb3oBaTens npu  obHapyXeHun owunbok unm aedekToB
HanpaBuTb HaM MNOAPOOHbIM OTYET O BO3HMKLWMX MNpobnemax, KOTOpbI MNO3BOAUT
HanTN n 3admKcnposaTb Npobnemy.

CNO «Akkopa»™ nocTaBnseTcs no npuHUmnny «as is», 1.e. OKb CAIMP Hu npu
Kakmx obcTtoaTenbCTBax He npeaycMaTpMBaeT HWMKAKOWM KOMMeHcauuu 3a Bawwu
AONoJSIHUTENbHblE YObITKM, BKAKOYasa Nobble notepu Npmbblan, NOoTEpU COXPAHHOCTU
wnu ppyrme yb6bITKM BCNeacTBMe aBapUMHbIX CUTyauun Wanm UxX NocneacTtBun,
ybbITKW, KOTOpble MOryT BO3HUKHYTb W3-3a WCMNO/Ab30BaHUSA WM HEBO3MOXHOCTMU
ncnonb3soBaHms CMO «Akkopa»™. TeM He MeHee, ntobble Bawwm notepu MoryT 6biTb
BO3MelleHbl B TOM cnydyae, ecin Bbl odopMmuTe CTpaxoBOM NOAUMC MO pasgeny
«CTpaxoBaHue wuHpopMaumoHHon 6e3onacHoctu». CTpaxoBka odopMnaseTcs no
Bawemy TpeboBaHUIO HENOCPEACTBEHHO Y MOCTaBLUMKA.
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MNpu nokynke wn npuMmeHeHun CIMO «Akkopa»™ npeanonaraercs, 4to Bbl
3HaKOMbl C AaHHbIMM TpeboBaHUSMM aBTOpoB pa3paboTkm u wusrotosneHusa CIrO
«Akkopa»™ M cornacHbl C NOJIOXEHUSMWU HACTOSILLEro pa3saena.
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6. TEXHUYECKASA NOAAEPXKA

B cnyuyae HeobxoaumocTtn koHcynbTauum 3A0 «OKB CAlP» npepnaraet 6e3
OONONHUTENbHOW onnaTbl C noHegenbHMka no natTHuuy ¢ 10-00 go 18-00 (no
MOCKOBCKOMY BpeMeHW) obpaluaTtbcsa no tenedoHaM:

+7 (495) 994-49-96
+7 (495) 994-49-97
+7 (926) 235-89-17
+7 (926) 762-17-72

WIN MO aapecaM 3N1EKTPOHHOW MOYThbl:
help@okbsapr.ru
support@okbsapr.ru

Bonpocbkl No 3kcnayaTtauMm KOMMAEKca MOXHO TakXXe 3aAaTb Ha OpyMe Ha Hallem
camte www.accord.ru.

Haw agpec B UHTepHeTe http://www.okbsapr.ru/.
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Mpuno>xeHue 1. PekoMeHaaumm no opraHMsaymm cnyxxb6bl
nHpopMauMoOHHON 6e3onacHOCTH

OTBeTCTBEHHbIMW 3a 3awuty wuHdbopmaumm B AC (CBT) gaBnsawTCca Bce
PYKOBOAUTENN N OTAENbHbIE NoNb3oBaTenn (onepaTtopbl) B npegenax nx cnyxebHowm
KoMMneTeHUNN.

Ana HenocpeacTBEHHOM opraHm3aunm u obecrneyeHns @QYHKUMOHUPOBAHUS
CUCTEeMbl 3awWuTbl UWHbOpMaumm, Kak KoMnoHeHTa AC, B opraHmsaumm (Ha
npeanpuatin, dupMe - panee nno TeKCTy oOpraHum3aumm)  AO0MKHbl - 6bITb
npeayCMOTpeHbl ChneuuanbHble OpraHbl WM OTBETCTBEHHble nuua - cnyxba
6e3onacHocTn nHpopmaumm (CBN) nnmn agmmHmncTpatop 6e30nacHOCTU MHMOPMaLUNUN.

CotpyaHukn CBW (agMmuHuctpaTtop BW) nommmo 6e3ynpedHon penytauumm u
MONHOrO [A0Bepusi CO CTOPOHblI pPYKOBOACTBA OpraHm3auuMm Ao/kHbl obnapaTb
onpeaeneHHbIM YPOBHEM 3HAHMN M HABbIKOB B 061aCTU BbIYUCAUTENBHOW TEXHWUKMW,
OOCTATOYHbIM A/ SCHOro MOHWMMaHMA BCEX BWAOB Yrpo3 MpoOrpamMMHO-
nHdopMaumoHHbIM  pecypcam AC (CBT) v HeobxoauMMbIM AN rpaMOTHOrO
ynpasneHus v a@PeKTUMBHOrO NpMMEHeHNs CPeaCTB 3alUunThbl.

OpraHu3aunoHHo-rpaBoBot cratyc CbU (aamuHucTtpaTtopa bU)

e CbM (agMuHuctpaTtop BW) [OMXKHbI MOAYMHATBCS TOMY JfinLy, KOTOpoe B
OaHHOMW oOpraHum3aunmm HeceT TrMepCcoHasibHYK OTBETCTBEHHOCTb 3a cobnwaeHune
npasun obpalleHus c 3awmuwaeMon nHpopmaymen;

e COTPYAHUKKN cnyxbbl (agMuHUcTpaTtop BU) A0MXKHBbI MMETb NpaBoO AOCTyNa BO
BCe nNOMelleHnsl, rae YycrtaHoBneHa annapatypa AC v npaBo npekpawaTb
aBTOMaTU3MPOBaHHYD 06paboTKy MHIOpMauMM NpU HAAUUYUMK UN YIPO3e YTEeYKMU
3awmuiaeMon nHpopmaunm;

e pykosoautento CBW (agmuHuctpatopy BW) pnomkHO 6bITb npefoctaBneHo
npaBo 3anpewaTb BK/YEHWE B 4UYUCNO AEUCTBYIOLUMX HOBble 3/1IEMEHTHI
KoMnoHeHToB AC, ecnm oHKU He oTBe4vatloT TpeboBaHMAM 3alUnTbl MHDOpMaLUK;

e ciyx6e BU (agMuHuctpatopy BW) pmomxHbl obecneumBaTbCa BCe YCNOBUSA,
HeobxoanMble ANs BbINOSHEHUSA CBOUX DYHKLMOHANbHbIX 06593aHHOCTEN;

® UACNEHHOCTb CNyX6bl Ao/mkeH O6biTb AOCTAaTOYHbIM A8 BbIMNOJHEHUS
nepeyvYncrieHHbIX Bblle (PYHKUWN, NMPpU 3TOM LUTATHbLIA COCTaB He AO0/HKEH UMeTb (Mo
BO3MOXHOCTWN) APYrMX 0693aHHOCTEN, CBA3aHHbIX C PYHKUNOHMpoBaHneM AC;

e CO3aBaeMasi CTpyKTypa 3awnTtbl uHdopmaunm B CBT npu npumeHeHun CrO
«Akkopa»™ po/mKHa MoAAEepXMBATbCS MEXaHU3MOM YCTAaHOB/IEHUS TMOJIHOMOYMUNA
nonb3oBatensam CBT n ynpaBfeHMeM ux AOCTYNOM K MHMOPMaUMOHHbIM pecypcam.
Ona storo CBW (agmMuHuctpatop BW) paspabaTtbiBaeT n BBOAUT B LENCTBUE
YCT@HOBJ/IEHHbIM B OpraHmM3auum fnopsaKoM OpraHu3auMoHHO-MpaBoOBble AOKYMEHTbI
no npuMeHeHuto CBT ¢ BHegpeHHbIMM CpeACTBaMM 3almMTbl C YYETOM AEUCTBYHOWMX
HOPMaTMBHbIX U 3aKOHOAATEsIbHbIX OKYMEHTOB.

O653aHHOCTM agMUHUCTpaTopa BU no npumeHeHuto CMO «Akkopa»™:

1)Ha ocHoBe «[lnaHa 3awWwuTbl», BBEAEHHOrO B OpraHu3auuun, paspabaTtbiBaTb
Tabnuubl pasrpaHMyeHMs A0CTyna K 3alluulaeMblM pecypcaMm, BBoAUTb (Mnpwu
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yctaHoBke CIO «Akkopa») MOSIHOMOYMUS MOJSib30BaTeNlen U KOppeKTMpoBaTb MX B
xoge skcnnyaTtaumn CBT.

2)YcraHaenueatb CMO «Akkopa» B CBT 1 opraHm3oBbiBaTb e€e 3KCrayaTauuto
C BHeApEeHHbIMN CpeaCTBaMU 3aLUUTDI.

3)TwaTtenbHO aHanu3MpoBaTb Mpoueccbl QYHKLUMOHUPOBAHUSA MporpammM,
KOoTopble 6yayT 3akpensieHbl 3a N0sb30BaTeNAMU, B COOTBETCTBUMM C 3TUM CO34aBaThb
AN KaXAoro M3 HUX M30JIMPOBAHHYKD MPOrpaMMHYI0 Cpeay MCNOSIHEHUS 3a4audu,
ncxoas U3 Mx PyHKUMOHaNbHbIX 06513aHHOCTEN.

BHUMAHME! HexenaTtenbHo, YTOOGbI nporpamMmesl, 3aKpensieHHble 3a
nonb3oBaTtesiaMM, WMeNnM BO3MOXHOCTb AOCTyna K AuckaM no abContoTHbIM
CeKTopaM, BO3MOXHOCTb NPAMOro pesakTMpoBaHUS NaMAaTu.

4)0O6y4aTb nonb3oBaTtesnen npasunam obpaboTku 3awmuwaeMmon MHdbopMauum,
KOHTPO/IMPOBaTb NMPaBUIbHOCTb NMPUMEHEHUS UMK cpeacTB 3awmnTbl CMO «Akkopa» n
OKa3blBaTb MOMOLWb B 4YacTu opraHusaumm pabotel Ha CBT c BHeapeHHbiM CIO
«AKKOpAO>.

5)BbiSiBNATb BO3MOXHble KaHanbl HC Kk nHdopMauun npu npmmeHeHmnn CroO
«AKKOpA», rOTOBUTb MPeasioXXeHNS Mo UX YCTPaAHEHMUIO.

6)Cucrtematnyeckm aHanm3mpoBaTb coctosHne CIO <«Akkopa» W ero
OTAE/NbHbIX CpeacTB, NepuoAuYecKku MpoBOAUTL UX TeCTUpOBaHME W NpOBEpKY
3aWnTHbLIX MyHKUMK CIMNO «AkKopa», 0 4eM aenaTb OTMETKY B hopMynspe.

7)PerynsipHo  aHanM3MpoBaTb  COAEPXaHME  CUCTEMHOrO  XypHana M
paspabaTtbiBaTb Mepbl MO UCK/IIOYEHNIO HENPaBUIbHOro npumeHeHns CMNO «Akkopa»
NoJIb30BaTENAMM.

BHUMAHME! AgMnHUCTpaTop AOJ/IKEeH AOBECTU A0 nonb3oBaTesien pacnops>XeHue o
3anpeTe CHATUA 3agady C BbINOJIHEHUSA MNPU MNOMOLWM BbIK/IIOYEHUS MNUTAHUA WU
HaxaTunsa Ha knasuwy <RESET>.

8)Pa3pabaTbiBaTb M BBOAMTb YCTAHOBJIEHHbIM MOPSAKOM HeobXoAUMYIO
YUYETHY0 N 06beKTOBYO AOKYMeHTauunto (MHCTPYKUWK nonb3oBaTensaM un ap.).

9)Pa3zpabaTbiBaTb M yTBEpPXAATb B YCTAaHOBMIEHHOM MoOpsAKe CUCTeMYy Mep U
OENCTBUMA Ha Ciyyan HenpeaBuaeHHbIX 06cCcToaTenbCTB (3apaxeHue obbekta BT
HOBbIM TUNOM Bupyca, ddaktoB HCO K wWHdoOpMaumu, HapyLlweHUs npaBu
(PYHKUMOHNPOBAHUSA CUCTEMbI 3aLLUTbI N T.4.).

10) B nepuoa npodunaktnyecknx pabor Ha CBT cHumaTb, npu
HeobxoamnmocTtn, CIO <«AKKopa» C 3KCnayatauumm, O 4YeM penatb OTMETKY B
dopmynspe.

11) [puHuMaTtb Mepbl nNpu nonbiTkax HCA Kk 3awmwiaeMon uHdbopmaumm u
HapyweHun npaBun  AYHKUMOHMPOBAHUA  CUCTEMbl  3awWuTbl. O6583aHHOCTHU
aagMmHucTpatopa bW aonkHbl ObiTb OTpa)eHbl B «UMHCTpyKUMM aaMUHUCTpaTopa
6e3onacHoCcTM uHMOpMaUnUnN», YTBEPXAEHHOWN COOTBETCTBYHOLWMM AOMKHOCTHbLIM
NINLLOM.
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Mpuno)xeHue 2. Onepauunn, pmkcmpyembie NOACUCTEMOMN
perncrpauum CNO «Akkopa»

B Tabnnue 1 npmBeaeHa pacwmdpoBka KOA0B COBbITUN XypHana perncrpaunmn
CrNoO «Akkopa».

Ta6auua 1 - PacuundpoBka koaoB cobbiTnit CMNO «Akkopa>»

Kopa cob6biTus | Pacwudposka koga cobbiTus
Koabl cobbiTuit paitnos n katanoros
ChangeDir CMeHa KaTasnora
ChMod YcTtaHoBKa/cMmeHa aTpubyToB
CloseFile 3akpbiTne danna
CreateDir Co3gaHue KaTtasora
CreateFile Co3gaHue danna
DeleteDir YpaneHve katanora
DeleteFile YpaneHnue danna
DriveAccess JocTyn K ANCKy
Exec 3anycK Nporpammel
Exit 3aBepLieHne nporpamMmmel
OpenFile OTkpbiTHE hanna
RenameDir [MepeMeHOBaHMe KaTanora
RenamefFile NepenmeHoBaHWe danna
Search Mowuck danna/karanora
SetDate YcTaHOBKa CUCTEMHOW AaThl
SetTime YCTaHOBKa CUCTEMHOIro BpeMeHU
Traverse MpoBepKa CyLecTBOBaHMS NyTH

Koabl cobbiTuit kKNlOUein peectpa

RegCloseKey 3aKpbITMe KJK4va peectpa

RegCreateKey Co3gaHue Kka4a peectpa

RegCreateValue Co3gaHne nepeMeHHOM B KJIKOYE peecTpa
RegDeleteKey YaaneHue knw4ya peecrpa

RegDeleteValue YganeHne nepeMeHHON 13 KJ4ya peectpa
RegEnumKey MNMounck Ka4yen peectpa

RegEnumValue9 [MoncK nepeMeHHbIX B K/lo4e peecTpa

RegOpenKey0 OTKpbITUE KAKYa peecTpa

RegQueryValue YTeHne nepeMeHHOM 13 KJ4a peecTpa
RegSetValue N3MeHeHMe 3HaYeHUs NepeMEHHON B K/IKOYe peecTpa

Koabl cO6bITUIA XpaHUTeNs 3KpaHa

SSOffAtAdmin ScreenSaver Pa36n10kMpoBKa C MOMOLbIO AaHHbIX ANS naeHTUdunKauum
agMmmnHuctpaTtopa APM ABA

SSOffAtRemoute ScreenSaver Pas6bnokunposka c APM ABU

SSOffAtTM ScreenSaver Pa36/10kMpoOBKa C NMOMOLLbIO AaHHbIX A5 naeHtndumkaumm
SSOffBadTM MonbiTka pa3byokMpoBaTb HE TEMU AAHHbIMU ANS

MAEHTUPUKALNKN, KOTOPbIMU OCYLLECTBsiIacb 6/I0KMPOBKaA
SSOnAtHotKey ScreenSaver BnokMpoBKa € noMoulblo KasuaTtypbl

SSOnAtRemoute ScreenSaver Bnoknposka ¢ APM ABA

SSOnAtTimeout 0 ScreenSaver BnoknpoBKa no BpeMeHn HEeaKTUBHOCTHU

SSTimeDisable Bblk/1tO4YEH BpEMEHHON KOHTPOAb ScreenSaver-a

SSTimeEnable BktOYeH BpeMEHHOW KOHTposb ScreenSaver-a
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Koabl cobbiTnini nposepkun dainnos

EndCheck KoHel, npoBepku cnucka darinos
EndUpdate KoHeu obHOBNeHUs cnncka ganaos
FileCheck MpoBepka danina

GetPrivateKey [Mony4yeHne ceKpeTHOoro KJk4a
StartCheck Hayano nposepku cnucka gannos
StartUpdate Hayano o6HOBNEHMS cnucka danioBs
TotalEDS Moanucek cnucka gannos

TotalHash X3w cnucka dannos
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MpunoxxeHue 3. Cnucok cobbiTun CMNO «Akkopa-Win64 K>,
perucTtpmpyemMbix B CUCTEMHOM >ypHane OC

Cobbitna CI0O

<<A|<|<opp,>>,

pernctpmpyeMmbole B cucTteMHOM XxypHane OC,

BO3MOXHbl€ NPUYNHBbI UX BO3SHUKHOBEHMS N NOPAAOK AENCTBUIA B Crlydae NosiBNEHUs
coobuleHnsa oTpaxeHbl B Tabnuue 2.

Ta6nuua 2 - Co6biTna CMO «AKKOpA>», peructpupyembie B CUCTEMHOM xypHane OC

Coob6ueHune Bo3MO>XHble Mopspaok aeiAcTBUA B criyyae nosiBjieHMsa coobuieHus
MPUYUHBI
BO3HUKHOBEHMUSA
coobweHuns
He HaligeH OTcyTCTBYET 1) HeobxoaMMo 3anycTuTb TecT ANns npoBepkn paboTbl
Kto4eBomn Kno4yeBon amn KoHTposninepa (TmExplor.exe);
JIMLLEH3MOHHBIN | NNLIEH3N 2) npucnaTtb 3HauyeHue nonei «S/N» u «UID» no aapecy

dann!

3N1eKTpOHHOM nouThbl key@okbsapr.ru;

3) npou3BOACTBEHHbIN oTAen chopMupyeT dann ANULEH3NU U
OTMNPaBUT ero 3akasuuky;

4) Nosy4YEHHbIN dann
yCTaHOBNEHHbIMKN  (hannamu
«accord.key»

cKonuposaTb B
C3N  «Axkkopg»

KaTanor C
noa WMEHEM

HeBepHbIn dann nMueHsnn 1) Heobxoammo coobwmTb 0 NnoBpexaeHun dannia NMUeH3Nn n
Knto4eBom noBpexzaeH (T.e. | NpucnaTtb NMoOBpPeXAeHHbIN (ain nNo aapecy 3NeKTPOHHOM MOoYThbI
dann MMerTCs key@okbsapr.ru;
nnuexsun! MOBPEXAEHA 2) nNpOM3BOACTBEHHbIN OTAEN cPOpMUPYeT KOPpeKTHbIN dalin
noanvcu, Aatbl NNLEH3UN 1 OTNPaBUT ero 3akasuyuky;
co3naHua danna o N
MLeH3NM 3) nony4yeHHbln ann HYXHO CKOMMpoBaTb B Kartanor ¢
o ! yCTaHoBneHHbIMM  darnamn C3UN  «AKkKopa» NoO4 MMEHEM
CEpPUIHOro
«accord.key»
HOMepa U T.4.)
NcTek cpok Cpok geicrtBus 1) Heobxoaumo coobuwnTb O TOM, UTO CpPOK [AEeNCTBUSA
LEencTemns danna nMUeH3nn | NTMUEH3UN UCTEeK, a TakKXe npucaatb uMmewwmnca darnn no
nvuensumn! ncTek aApecy aneKTpoHHOM nouTbl key@okbsapr.ru;
2) nNpou3BOACTBEHHbINM OoTAen chopMUpyeT KOPpPEKTHbIN dann
NNLEH3MN N OTNPABUT €ro 3aka3uyuKy;
3) nony4yeHHbIn ana HYXHO CKONMMpoBaTb B KaTanor cC
yCTaHoBNeHHbIMN  dannamn C3UN  «Akkopa» noa MMeHeM
«accord.key»
Kntoueson Nmerowminecs 1) Heobxogmmo coobwmtb 0 TOM, 4YTO anna NUUEH3UUN He
dann dann nnueHsunm npeaHasHadeH ang CrNoO «Akkopa-Win64 K», a Takxe npucnatb
NIMLEH3UN He npeaHasHauyeH MMerLwmncs dann Mo  agpecy  2/1eKTPOHHOM MoYyThbl
noaxoauT ons | AN Apyroro key@okbsapr.ru;
SToro MPOAYKTa 2) nNpOW3BOACTBEHHbIN OTAen chOopMUpYeT KOPPeKTHbI dain

npoaykra! NIULEH3UN U OTMPABMUT €ro 3aKasuuKy;
3) nony4yeHHbIn ana HYXHO CKOMMpoBaTb B KaTanor cC
yCTaHoBNeHHbIMN  dannamn C3N  «Akkopa» noa MMeHeM
«accord.key»
HeBepHas MoepexaeH dann | 1) Heobxoanmo coobwmnTb 0 NOBpexaeHun danna nmueHsuu,
curHaTtypa vueH3umn a Takxe npucnatb NOBpexXAeHHbin dann no agpecy
K/1l04EeBOIro (Hanpumep, Npwu 3/1eKTpOHHON nouThbl key@okbsapr.ru;
danna HaMepeHHOM
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nmueHsun! M3MEHEHUN CpOKa | 2) MNpPOU3BOACTBEHHLIN OTAEN CHOPMUPYET KOPPEKTHLIN dainn
AencTeus NNLEH3UN N OTMPaBUT ero 3akasuuky;
/MLEH3UK CO 3) nonydyeHHbIt paitn  HYXHO CKOMMpoBaTb B KaTtanor c
CTOPOHbI yCTaHOBNEeHHbIMM  aitnamm  C3M  «Akkopa» Moj  WUMeHeM
nonb3oBaTesis «accord.key»
wnn dann
noBpexaeH rnpu
KOMWUPOBaHUM B
Kartasnor c
YCT@HOB/EHHbIM
C3U «Akkopa»)
Knioueson dann nuueHsum 1) HeobxoguMo coobwmte TUN wucnonbdyemoro MO CMO
dann npeaHasHayeH «AKKOpA», a TakKxe rnpucnate uMewwwmncs dann no agpecy

NNUEH3UN He
noaxoauT Ans
3TOM

ana Nno «Akkopa-
NT» nnmn
«AkKkopa-2000».

3NEKTPOHHOM nouThbl key@okbsapr.ru;

2) nNpouM3BOACTBEHHbIN OTAEeNn CPOPMUPYET KOPPEKTHbIN dann
NVLEH3UN N OTMPaBUT ero 3akas4uky;

onepauuoHHoMr | [aHHbli dann o o
3) nonyyeHHblA aial HYXHO CKOMMpoBaTb B KaTanor c
cuctembl! vueH3umn o
yCTaHOBNEeHHbIMN  dannamn C3UN  «Akkopa» noa MMeEHeM
npeaHasHa4veH
«accord.key»
ans
NCNoNb30BaHMs
Ha OC Windows
NT/2000/XP
JlnueHsus Cpok gencrteus 1) Heobxoanmo coobwutb 06 WUCTEYEHMM CpoKa AencTBuUS
ncrekaer danna nMUeH3nn | NMUEH3MM U1 Npuciatb uMewwumncs danmn  no  agpecy
yepes XXX! ncTeKkaeT yepes 3NEeKTPOHHOM nouThbl key@okbsapr.ru;
AHen! XXX AHei 2) NpOW3BOACTBEHHbIN OTAen chopMUpyeT KOPpeKTHbIV daiin

NNUEH3NN N OTNPaBUT €ro 3aka34vunky,

3) nony4yeHHbIn an HYXHO CKOMMpoBaTb B KaTanor cC
yCTaHOBNEeHHbIMN  dannamn C3UN  «Akkopa» noa MMeEHeM
«accord.key»

1 «XXX» - KOIMYECTBO aHen
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Mpuno>xeHue 4. CoobweHmnna o6 ownbkax CrnoO «Akkoppa-
Win64 K»

CoobuieHnss 06 owunbkax, MPUUYUHbI MX MOSIBIEHUS UM MeTOAbl YCTpaHeHus
npueeneHbl B Tabnuue 1.

Ta6nuua 3 - CoobweHnna 06 owmnbkax CMNO «Akkopa-Win64 K»

CoobweHne Ha 3KpaHe MpnunHbI NoOSABNEeHunA Mopspok pencTeui
coobweHuns

«Owmnbka yteHus kwoya'» Owunbka 4YTeEHNS AAHHbIX HaxaTb kHonky <OK>, noBTOpUTb

13 naeHtTudunkartopa onepauuto. Ecnn owmnbka NnoBTOPUTCS,
CreHepmnpoBaTb HOBbIN K4

«Owwunbka 3anycka 3anyck nporpaMmbl MpucBouTtb NnapameTtpy WaitEndTask

nporpammbl [ErrCode=193]» | AcTskMng.EXE c 3Ha4yeHue «No». 3aTeM BbIMONHUTb
YCTaHOBNEHHbIM 3anyck nporpamMmbl AcTskMng.EXE
napamMeTpom
WaitEndTask=Yes

«Owwunbka cozgaHua knoval» | Owmbka 3anucu HaxaTb kKHonky <OK>. lNoBTopuTb
MHdpopMauum B onepauuto

naeHTndunkaTop
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Mpuno>xxeHue 5. NepeyeHb HOPMAaTUBHbIX JOKYMEHTOB,
MCNOoJib3yEeMbIX NMpU OpraHnsaumm 3awmTtbl MHPoOpMaLUm

1) ®epepanbHbln 3akoH oT 21 mionga 1993 roga N2 5485-1 (c nameHeHusaMu un
AononHeHnsaMm ot 6 okTabps 1997 roga N° 131-03) «O rocynapCTBEHHOW TanHe».

2)PenepanbHblh 3akKOH OT 4 wuond 1996 r. N985-03 «06 yyactum B
MeXAyHapoAHOM MHMOPMALMOHHOM ObMeHe».

3)®enepancHbi 3akoH oT 8 aBrycta 2001 r. N2 128-®3 «O nuMueH3MpoBaHUK
OTAENbHbIX BUAOB AEATENbHOCTU>.

4)depepanbHblt 3akoH oT 10 saHBapsa 2002 r. N2 1-®3 «O6 3neKTpoHHOM
uMdpoBOnN NOANNCU>.

5)®enepanbHblii 3aKoH OT 7 utona 2003 r. N2126-®3 «O cBasm».

6) ®enepanbHbli 3akoH OT 27 wutonga 2006 r. N2149-03 «06 uHdopmauun,
MHPOPMALMOHHbBIX TEXHONOMNAX U 3awwmTe nHdopMaunmn».

7)®epepanbHbii 3akoH oT 27 wutona 2006 r. N2153-®3 «O nepcoHanbHbIX
OAHHbIX>».

8)Yka3 lNpe3ngeHta Poccuimnckon depepaunm ot 19 deBpana 1999 r. N? 212
«Bonpocbl NocyaapcTBEHHOM TeXHUYECKOW KoMuccum npu MNpesnaeHTe Poccuinckom
depepaymnun>.

9) «[okTpnHa uHMOpMaunMoHHON 6e3onacHocTn Poccuinckon deaepaunmn»,
yTBepxaeHa [llpe3snaeHToM Poccunckon depepaumm 9 ceHtabpsa 2000 r. N2 Mp.-
1895.

10) VYkas [lpe3ungeHTta Poccuinckon depepaumm ot 17 pekabps 1997 r. Ne
1300 «KoHuenuums HaumoHanbHou 6e3onacHoctu Poccuinckon depepaumn» B
peaakummn Ykasa lNpesngeHta Poccumnckon depgepaumm ot 10 auBapsa 2000 r. N°24.

11) Ykas lNpe3ungeHTta Poccunckon depepaumm ot 6 mapta 1997 r. N2 188
«lMepeyeHb cBeaeHUI KOH(PUAEHUNANBHOIO XapakTepa».

12) Ykas [llpe3upgeHTta Poccumnckon depepaumm ot 6 okTsabpsa 1998 r. NO
1189 «O Mepax no obecneyeHuto UHMOpPMaAUMOHHOM 6Ge3onacHOCTUM POCCUNCKOM
depepaunm B chepe MexayHapoaHoro MHGOpMaLMOHHOIO obMeHa».

13) TlocTtaHoBneHune [llpaButenbctBa Poccuinckon depepaumm oT 3 Hosbps
1994 r. N21233 «[llonoxeHne o nopsake obpalieHuss co cnyxebHon nHdopmaumen
OrpaHMYEHHOro pacnpocTtpaHeHna B deaepanbHbiX OpraHax MWCNOSIHUTENbHOM
BNnacTm».

14) TlocTtaHosneHue lMpaButenbcrtBa Poccunckon ®epepaumnn ot 11 despangd
2002 r. N°135 «O nuueH3npoBaHMn OTAENbHbIX BUAOB AEATENIbHOCTU».

15) TocTtaHoBneHune lNpasutenbctBa Poccunckon depepaumm ot 30 anpensd
2002 r. N2290 «O nuuUeH3UpOBaHUU [eATEeNIbHOCTM MO TEXHMYECKOW 3aluTte
KOHMMaeHUnanbHoM nHdopMaynm».

16) «C60pHMK pyKOBOASIWLUMX [AOKYMEHTOB MO 3awute uWHdopmauum oOT
HeCaHKUMOHMPOBAHHOIo aocrtyna», Flocrexkomuccmsa Poccun, Mockea, 1998 r.

17) TOCT P 51275-99 «3awwuta uHbopMaumm. O6beKT MHOOpMaTM3auun.
dakTopbl, BO34enNCTBYOWME Ha MHDopMaumto. Obme nonoxeHns».
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18) TOCT P 50922-96 «3awmuta wuHpopmaumn. OCHOBHble TEpPMUHbI U
onpeneneHns».

19) TOCT P 51583-2000 «[lopsigok co3aaHMs aBTOMATU3NMPOBAHHbLIX CUCTEM
B 3alMLLEHHOM UCMOAHEHUN> .

20) TOCT P 51241-98 «CpeactBa M CUCTeMbl KOHTpPOAS W ynpaBlieHUs
DOCTYMOM. Knaccndbukaumsa. Obwme  TexHuyeckme  TpeboBaHuUs. MeToAbl
NCMbITAHNI>,

21) TOCT P NCO 7498-2-99 «MHdOpMaUMOHHasa TexHosorusa. B3anMocea3b
OTKpbITbIX cucTeM. ba3oBas 3TanoHHaa Mogenb. Yactb 2. ApxuTekTypa 3aluuTbl
MHpopMaLmmn>.

22) TOCT 34.201-89 «MHdopMaunoHHasa TexHonormns. Komnnekc ctaHa4apToB
Ha aBTOMaTU3MpPOBaHHbIE CUCTEMbl. Buabl, KOMMNEKTHOCTb U 0603HaveHue
AOKYMEHTOB NMpu CO34aHUM aBTOMATU3UPOBAHHbLIX CUCTEM>.,

23) TOCT 34.602-89 «MHdopMaunoHHasa TexHonormnsa. Komnnekc ctaHA4apToB
Ha AaBTOMATU3MPOBAHHblE CUCTEMbIl. TexHu4yeckoe 3aJaHMe Ha co3haHue
aBTOMaTU3NPOBAHHbIX CUCTEM>.

24) TOCT 35.003-90 «NHdopmMaymoHHasa TexHonornga. Komnnekc ctaHaapToB
Ha aBTOMaTU3UPOBAHHbLIE CUCTEMbl. ABTOMATM3UPOBAHHbLIE CUCTEMbI. TEPMUHbI W
onpeneneHns».

25) TOCT P MCO\M2K 9126- 90 «NHdopmaumoHHasa TexHonorus. OueHka
NporpaMMHOM nNpoAyKUuMW. XapaKTepucTMka KayecTBa WM pPYKOBOACTBA MO MX
NPUMEHEHUNIO».,

26) TOCT P 50739-95 «CpeactBa BblUUCAUTENbHOM TEXHWUKWU. 3awmTta OT
HeCaHKLUMOHMPOBAHHOIO AOCTYMNa K MHpopMaummn».

27) PO Toctexkomuccum Poccum «3awmTta OT  HECAaHKUMOHMPOBAHHOIMO
Aoctyna K uHgopMmauun. Yactb 1. lporpammHoe obecrnedyeHue cCpeacTB 3alUuThl
nHpopMmaumn. Knaccndpukauma Mo  YpPOBHIO  KOHTPOMS  HeAeKNapupOBaHHbIX
BO3MOXHOCTEeN», MockBa, 1999 r.
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Mpuno>xeHue 6A. Cnucok cpannos OC Windows XP x64,
peKoMeHAYyEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
CNoO «AKKOP[ - Win64 K»

\WINDOWS\SYSTEM32\ADVAPI32.DLL
\WINDOWS\SYSTEM32\ADVPACK.DLL
\WINDOWS\SYSTEM32\ATL.DLL
\WINDOWS\SYSTEM32\AUTHZ.DLL
\WINDOWS\SYSTEM32\BASESRV.DLL
\WINDOWS\SYSTEM32\BROWSER.DLL
\WINDOWS\SYSTEM32\BROWSEUI.DLL
\WINDOWS\SYSTEM32\CERTCLI.DLL
\WINDOWS\SYSTEM32\CLUSAPI.DLL
\WINDOWS\SYSTEM32\COMSVCS.DLL
\WINDOWS\SYSTEM32\CRYPT32.DLL
\WINDOWS\SYSTEM32\CRYPTDLL.DLL
\WINDOWS\SYSTEM32\CRYPTNET.DLL
\WINDOWS\SYSTEM32\CRYPTSVC.DLL
\WINDOWS\SYSTEM32\CRYPTUI.DLL
\WINDOWS\SYSTEM32\CSRSRV.DLL
\WINDOWS\SYSTEM32\DNSAPI.DLL
\WINDOWS\SYSTEM32\DNSRSLVR.DLL
\WINDOWS\SYSTEM32\EVENTLOG.DLL
\WINDOWS\SYSTEM32\GDI32.DLL
\WINDOWS\SYSTEM32\ICAAPI.DLL
\WINDOWS\SYSTEM32\ICMP.DLL
\WINDOWS\SYSTEM32\INETPP.DLL
\WINDOWS\SYSTEM32\IPHLPAPI.DLL
\WINDOWS\SYSTEM32\IPSECSVC.DLL
\WINDOWS\SYSTEM32\LMHSVC.DLL
\WINDOWS\SYSTEM32\LOCALSPL.DLL
\WINDOWS\SYSTEM32\MPR.DLL
\WINDOWS\SYSTEM32\MPRAPI.DLL
\WINDOWS\SYSTEM32\MSACM32.DLL
\WINDOWS\SYSTEM32\MSPRIVS.DLL
\WINDOWS\SYSTEM32\MSVCRT.DLL
\WINDOWS\SYSTEM32\MSWSOCK.DLL
\WINDOWS\SYSTEM32\NETAPI32.DLL
\WINDOWS\SYSTEM32\NETLOGON.DLL
\WINDOWS\SYSTEM32\NETMAN.DLL
\WINDOWS\SYSTEM32\NETMSG.DLL
\WINDOWS\SYSTEM32\NETRAP.DLL
\WINDOWS\SYSTEM32\NETSHELL.DLL
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\WINDOWS\SYSTEM32\NETUIO.DLL

\WINDOWS\SYSTEM32\NETUI1.DLL

\WINDOWS\SYSTEM32\NTDSAPI.DLL

\WINDOWS\SYSTEM32\REGSVC.DLL

\WINDOWS\SYSTEM32\SAMLIB.DLL

\WINDOWS\SYSTEM32\SAMSRV.DLL

\WINDOWS\SYSTEM32\SCESRV.DLL

\WINDOWS\SYSTEM32\SECLOGON.DLL

\WINDOWS\SYSTEM32\SENS.DLL

\WINDOWS\SYSTEM32\SETUPAPI.DLL

\WINDOWS\SYSTEM32\SFC.DLL

\WINDOWS\SYSTEM32\SFCFILES.DLL

\WINDOWS\SYSTEM32\SFC_OS.DLL

\WINDOWS\SYSTEM32\SHELL32.DLL

\WINDOWS\SYSTEM32\SRSVC.DLL

\WINDOWS\SYSTEM32\SRVSVC.DLL

\WINDOWS\SYSTEM32\TAPI32.DLL

\WINDOWS\SYSTEM32\USERENV.DLL

\WINDOWS\SYSTEM32\VERSION.DLL

\WINDOWS\SYSTEM32\VSSAPI.DLL

\WINDOWS\SYSTEM32\WEBCHECK.DLL

\WINDOWS\SYSTEM32\WEBCLNT.DLL

\WINDOWS\SYSTEM32\WIN64SPL.DLL

\WINDOWS\SYSTEM32\WININET.DLL

\WINDOWS\SYSTEM32\WINIPSEC.DLL

\WINDOWS\SYSTEM32\WINMM.DLL

\WINDOWS\SYSTEM32\WINRNR.DLL

\WINDOWS\SYSTEM32\WINSCARD.DLL

\WINDOWS\SYSTEM32\WINSRV.DLL

\WINDOWS\SYSTEM32\WINSTA.DLL

\WINDOWS\SYSTEM32\WSOCK32.DLL

\WINDOWS\SYSTEM32\WTSAPI32.DLL
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Mpuno)xenue 6Bb. Cnucok ¢gamnos OC Windows XP x32,
peKoMeHAYyEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
CNo «AKKOP4 - Win32 K»

\WINDOWS\SYSTEM32\ADVAPI32.DLL

\WINDOWS\SYSTEM32\ADVPACK.DLL

\WINDOWS\SYSTEM32\ATL.DLL

\WINDOWS\SYSTEM32\AUTHZ.DLL

\WINDOWS\SYSTEM32\BASESRV.DLL

\WINDOWS\SYSTEM32\BROWSER.DLL

\WINDOWS\SYSTEM32\BROWSEUI.DLL

\WINDOWS\SYSTEM32\CERTCLI.DLL

\WINDOWS\SYSTEM32\CLUSAPI.DLL

\WINDOWS\SYSTEM32\COMSVCS.DLL

\WINDOWS\SYSTEM32\CRYPT32.DLL

\WINDOWS\SYSTEM32\CRYPTDLL.DLL

\WINDOWS\SYSTEM32\CRYPTNET.DLL

\WINDOWS\SYSTEM32\CRYPTSVC.DLL

\WINDOWS\SYSTEM32\CRYPTUI.DLL

\WINDOWS\SYSTEM32\CSRSRV.DLL

\WINDOWS\SYSTEM32\DNSAPI.DLL

\WINDOWS\SYSTEM32\DNSRSLVR.DLL

\WINDOWS\SYSTEM32\EVENTLOG.DLL

\WINDOWS\SYSTEM32\GDI32.DLL

\WINDOWS\SYSTEM32\ICAAPI.DLL

\WINDOWS\SYSTEM32\ICMP.DLL

\WINDOWS\SYSTEM32\INETPP.DLL

\WINDOWS\SYSTEM32\IPHLPAPI.DLL

\WINDOWS\SYSTEM32\IPSECSVC.DLL

\WINDOWS\SYSTEM32\LMHSVC.DLL

\WINDOWS\SYSTEM32\LOCALSPL.DLL

\WINDOWS\SYSTEM32\MPR.DLL

\WINDOWS\SYSTEM32\MPRAPI.DLL

\WINDOWS\SYSTEM32\MSACM32.DLL

\WINDOWS\SYSTEM32\MSPRIVS.DLL

\WINDOWS\SYSTEM32\MSVCRT.DLL

\WINDOWS\SYSTEM32\MSWSOCK.DLL

\WINDOWS\SYSTEM32\NETAPI32.DLL

\WINDOWS\SYSTEM32\NETLOGON.DLL

\WINDOWS\SYSTEM32\NETMAN.DLL

\WINDOWS\SYSTEM32\NETMSG.DLL

\WINDOWS\SYSTEM32\NETRAP.DLL

\WINDOWS\SYSTEM32\NETSHELL.DLL
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\WINDOWS\SYSTEM32\NETUIO.DLL

\WINDOWS\SYSTEM32\NETUI1.DLL

\WINDOWS\SYSTEM32\NTDSAPI.DLL

\WINDOWS\SYSTEM32\REGSVC.DLL

\WINDOWS\SYSTEM32\SAMLIB.DLL

\WINDOWS\SYSTEM32\SAMSRV.DLL

\WINDOWS\SYSTEM32\SCESRV.DLL

\WINDOWS\SYSTEM32\SECLOGON.DLL

\WINDOWS\SYSTEM32\SENS.DLL

\WINDOWS\SYSTEM32\SETUPAPI.DLL

\WINDOWS\SYSTEM32\SFC.DLL

\WINDOWS\SYSTEM32\SFCFILES.DLL

\WINDOWS\SYSTEM32\SFC_OS.DLL

\WINDOWS\SYSTEM32\SHELL32.DLL

\WINDOWS\SYSTEM32\SRSVC.DLL

\WINDOWS\SYSTEM32\SRVSVC.DLL

\WINDOWS\SYSTEM32\TAPI32.DLL

\WINDOWS\SYSTEM32\USERENV.DLL

\WINDOWS\SYSTEM32\VERSION.DLL

\WINDOWS\SYSTEM32\VSSAPI.DLL

\WINDOWS\SYSTEM32\WEBCHECK.DLL

\WINDOWS\SYSTEM32\WEBCLNT.DLL

\WINDOWS\SYSTEM32\WIN32SPL.DLL

\WINDOWS\SYSTEM32\WININET.DLL

\WINDOWS\SYSTEM32\WINIPSEC.DLL

\WINDOWS\SYSTEM32\WINMM.DLL

\WINDOWS\SYSTEM32\WINRNR.DLL

\WINDOWS\SYSTEM32\WINSCARD.DLL

\WINDOWS\SYSTEM32\WINSRV.DLL

\WINDOWS\SYSTEM32\WINSTA.DLL

\WINDOWS\SYSTEM32\WSOCK32.DLL

\WINDOWS\SYSTEM32\WTSAPI32.DLL
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Mpuno)xenue 7A. Cnucok ¢pannos OC Windows 7 x64,
peKoMeHAYyEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
CNoO «AKKOP[ - Win64 K»

\Windows\System32\advapi32.dll

\Windows\System32\aelupsvc.dll

\Windows\System32\AudioEng.dll

\Windows\System32\AUDIOKSE.dIl

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\basesrv.dll

\Windows\System32\bcrypt.dll

\Windows\System32\bcryptprimitives.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\CI.dll

\Windows\System32\comcti32.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devobj.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\dwmcore.dlIl

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\fdPnp.dlIl

\Windows\System32\FirewallAPI.dll

\Windows\System32\FntCache.dll

\Windows\System32\fundisc.dll

\Windows\System32\FXSST.dII

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\HotStartUserAgent.dll
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\Windows\System232\iertutil.dll

\Windows\System32\inetpp.dll

\Windows\System32\IPHLPAPI.DLL

\Windows\System32\Imhsvc.dlIl

\Windows\System32\localspl.dll

\Windows\System32\Ipk.dll

\Windows\System32\mmcss.dll

\Windows\System32\MMDevVvAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\ncsi.dll

\Windows\System32\netcfgx.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\PrintlsolationProxy.dlIl

\Windows\System32\radardt.dll

\Windows\System32\rpcrt4.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dlIl

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\srvsvc.dll

\Windows\System32\ssdpapi.dll

\Windows\System32\ssdpsrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sysmain.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll
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\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\upnp.dll

\Windows\System32\urlmon.dll

\Windows\System32\usbmon.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxsms.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dlIl

\Windows\system32\wbem\fastprox.dll

\Windows\system32\wbem\repdrvfs.dll

\Windows\system32\wbem\wbemcore.dll

\Windows\system32\wbem\WmiPrvSE.exe

\Windows\system32\wbem\wmiutils.dll

\Windows\System32\wdiasgmmodule.dll

\Windows\System32\wevtapi.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wow64.dll

\Windows\System32\wow64cpu.dll

\Windows\System32\ws2_32.dll

\Windows\System32\WSDMon.dll

\Windows\System32\xmllite.dll
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Mpunoxxenue 7b6. Cnucok ¢gaimnos OC Windows 7 x32,
peKoMeHAYyEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
CNoO «AKKOP[ - Win64 K»

\Windows\System32\advapi32.dll

\Windows\System32\aelupsvc.dll

\Windows\System32\apphelp.dll

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\bcrypt.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\ci.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrsivr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\gdi32.dll

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\HotStartUserAgent.dll

\Windows\System32\Imhsvc.dlIl

\Windows\System32\mmcss.dll

\Windows\System32\MMDevAPI.dll

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll
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\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dIl

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\propsys.dll

\Windows\System32\radardt.dll

\Windows\System32\RpcRtRemote.dlIl

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\srvsvc.dll

\Windows\System32\sxs.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxsms.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dlIl

\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dlIl

\Windows\system32\wbem\wmiprvse.exe

\Windows\System32\wbem\wmiutils.dll

\Windows\System32\wdiasgmmodule.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlansvc.dll
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\Windows\System32\wlgpcint.dll

\Windows\System32\wpdbusenum.dll

\Windows\System32\xmllite.dll
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Mpuno)xenue 8A. Cnucok ¢annos OC Windows 8.1 u3 x64,
peKoMeHAYyEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
CNoO «AKKOP[ - Win64 K»

\Windows\System32\advapi32.dll
\Windows\System32\aelupsvc.dll
\Windows\System32\AudioEng.dll
\Windows\System32\AUDIOKSE.dIl
\Windows\System32\audiosrv.dll
\Windows\System32\authui.dll
\Windows\System32\authz.dll
\Windows\System32\basesrv.dll
\Windows\System32\bcrypt.dll
\Windows\System32\bcryptprimitives.dll
\Windows\System32\BFE.DLL
\Windows\System32\cdd.dll
\Windows\System32\cfgmgr32.dll
\Windows\System32\CI.dll
\Windows\System32\comcti32.dll
\Windows\System32\crypt32.dll
\Windows\System32\cryptbase.dll
\Windows\System32\cryptsp.dll
\Windows\System32\cryptsvc.dll
\Windows\System32\cscsvc.dll
\Windows\System32\devobj.dll
\Windows\System32\devrtl.dll
\Windows\System32\dhcpcore.dll
\Windows\System32\dhcpcore6.dll
\Windows\System32\dnsrslvr.dll
\Windows\System32\dps.dll
\Windows\System32\dui70.dll
\Windows\System32\duser.dll
\Windows\System32\dwmcore.dll
\Windows\System32\es.dlIl
\Windows\System32\esent.dll
\Windows\System32\fdPnp.dlIl
\Windows\System32\FirewallAPI.dll
\Windows\System32\FntCache.dll
\Windows\System32\fundisc.dll
\Windows\System32\FXSST.dII
\Windows\System32\gpapi.dll
\Windows\System32\gpsvc.dll
\Windows\System32\iertutil.dll
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\Windows\System32\inetpp.dll

\Windows\System32\IPHLPAPI.DLL

\Windows\System32\Imhsvc.dlIl

\Windows\System32\localspl.dll

\Windows\System32\Ipk.dll

\Windows\System32\mmcss.dll

\Windows\System32\MMDevAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\ncsi.dll

\Windows\System32\netcfgx.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\PrintlsolationProxy.dll

\Windows\System32\radardt.dll

\Windows\System32\rpcrt4.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\srvsvc.dll

\Windows\System32\ssdpapi.dll

\Windows\System32\ssdpsrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sysmain.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll
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\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\upnp.dll

\Windows\System32\urlmon.dll

\Windows\System32\usbmon.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dlIl

\Windows\system32\wbem\fastprox.dll

\Windows\system32\wbem\repdrvfs.dll

\Windows\system32\wbem\wbemcore.dll

\Windows\system32\wbem\WmiPrvSE.exe

\Windows\system32\wbem\wmiutils.dll

\Windows\System32\wdiasgmmodule.dll

\Windows\System32\wevtapi.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wow64.dll

\Windows\System32\wow64cpu.dll

\Windows\System32\ws2_32.dll

\Windows\System32\WSDMon.dll

\Windows\System32\xmllite.dll
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Mpuno)xenune 8b. Cnucok ¢pannoB OC Windows 8.1 u3 x32,
peKoMeHAYEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
CNoO «AKKOP[ - Win64 K»

\Windows\System32\advapi32.dll

\Windows\System32\aelupsvc.dll

\Windows\System32\apphelp.dll

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\bcrypt.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\ci.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrsivr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\gdi32.dll

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\Imhsvc.dlIl

\Windows\System32\mmcss.dll

\Windows\System32\MMDevAPI.dll

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\netprofm.dll
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\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\propsys.dll

\Windows\System32\radardt.dll

\Windows\System32\RpcRtRemote.dlIl

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\srvsvc.dll

\Windows\System32\sxs.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dlIl

\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dlIl

\Windows\system32\wbem\wmiprvse.exe

\Windows\System32\wbem\wmiutils.dll

\Windows\System32\wdiasgmmodule.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlansvc.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wpdbusenum.dll
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\Windows\System32\xmllite.dll
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Mpunoxxenue 9A. Cnucok ¢annos OC Windows 10 x64,
peKoMeHAYyEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
CNoO «AKKOP[ - Win64 K»

\Windows\System32\advapi32.dll
\Windows\System32\AudioEng.dll
\Windows\System32\AUDIOKSE.dIl
\Windows\System32\audiosrv.dll
\Windows\System32\authui.dll
\Windows\System32\authz.dll
\Windows\System32\basesrv.dll
\Windows\System32\bcrypt.dll
\Windows\System32\bcryptprimitives.dll
\Windows\System32\BFE.DLL
\Windows\System32\cdd.dll
\Windows\System32\cfgmgr32.dll
\Windows\System32\CI.dll
\Windows\System32\comcti32.dll
\Windows\System32\crypt32.dll
\Windows\System32\cryptbase.dll
\Windows\System32\cryptsp.dll
\Windows\System32\cryptsvc.dll
\Windows\System32\cscsvc.dll
\Windows\System32\devobj.dll
\Windows\System32\devrtl.dll
\Windows\System32\dhcpcore.dll
\Windows\System32\dhcpcore6.dll
\Windows\System32\dnsrslvr.dll
\Windows\System32\dps.dll
\Windows\System32\dui70.dll
\Windows\System32\duser.dll
\Windows\System32\dwmcore.dlIl
\Windows\System32\es.dlIl
\Windows\System32\esent.dll
\Windows\System32\fdPnp.dlIl
\Windows\System32\FirewallAPI.dll
\Windows\System32\FntCache.dll
\Windows\System32\fundisc.dll
\Windows\System32\FXSST.dII
\Windows\System32\gpapi.dll
\Windows\System32\gpsvc.dll
\Windows\System32\iertutil.dll
\Windows\System32\inetpp.dll
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\Windows\System32\IPHLPAPI.DLL

\Windows\System32\Imhsvc.dlIl

\Windows\System32\localspl.dll

\Windows\System32\Ipk.dll

\Windows\System32\MMDevVvAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\ncsi.dll

\Windows\System32\netcfgx.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\PrintlsolationProxy.dlIl

\Windows\System32\radardt.dll

\Windows\System32\rpcrt4.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\srvsvc.dll

\Windows\System32\ssdpapi.dll

\Windows\System32\ssdpsrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sysmain.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll
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\Windows\System32\umpo.dll

\Windows\System32\upnp.dll

\Windows\System32\urlmon.dll

\Windows\System32\usbmon.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dll

\Windows\system32\wbem\fastprox.dll

\Windows\system32\wbem\repdrvfs.dll

\Windows\system32\wbem\wbemcore.dll

\Windows\system32\wbem\WmiPrvSE.exe

\Windows\system32\wbem\wmiutils.dll

\Windows\System32\wevtapi.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wow64.dll

\Windows\System32\wow64cpu.dll

\Windows\System32\ws2_32.dll

\Windows\System32\WSDMon.dll

\Windows\System32\xmllite.dll

\Windows\System32\drivers\mmcss.sys
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Mpunoxxenue 9b6. Cnucok ¢gamnos OC Windows 10 x32,
peKoMeHAYyEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
CNoO «AKKOP[ - Win64 K»

\Windows\System32\advapi32.dll

\Windows\System32\apphelp.dll

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\bcrypt.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\ci.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\gdi32.dll

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\Imhsvc.dlIl

\Windows\System32\MMDevVvAPI.dll

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dlIl

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll
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\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dlIl

\Windows\System32\PlaySndSrv.dll

\Windows\System32\propsys.dll

\Windows\System32\radardt.dll

\Windows\System32\RpcRtRemote.dlIl

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\srvsvc.dll

\Windows\System32\sxs.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dlIl

\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dlIl

\Windows\system32\wbem\wmiprvse.exe

\Windows\System32\wbem\wmiutils.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlansvc.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wpdbusenum.dll

\Windows\System32\xmllite.dll

\Windows\System32\drivers\mmcss.sys
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MNpuno)xenue 10. Cnucok pannos OC Windows Server 2008
R2, pekoMeHAYyeMbIX AN KOHTPONA uenocrHoctu npm CMoO
«AKKOP - Win64 K»

\Windows\System32\advapi32.dll

\Windows\System32\apphelp.dll

\Windows\System32\AudioEng.dll

\Windows\System32\AUDIOKSE.dIl

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\bcrypt.dll

\Windows\System32\bcryptprimitives.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\CI.dll

\Windows\System32\clbcatq.dll

\Windows\System32\comcti32.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptnet.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\devobj.dll

\Windows\System32\devrtl.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\esent.dll

\Windows\System32\FirewallAPI.dll

\Windows\System32\FntCache.dll

\Windows\System32\ifsutil.dll

\Windows\System32\imagehlp.dll

\Windows\System32\imm32.dll

\Windows\System32\IPHLPAPI.DLL

\Windows\System32\iphlpsvc.dll

\Windows\System32\kerberos.dll

\Windows\System32\Ipk.dll

\Windows\System32\MMDevVvAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msasn1.dll

\Windows\System32\msctf.dll

\Windows\System32\msdtclog.dll
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\Windows\System32\msdtcprx.dll

\Windows\System32\msi.dll

\Windows\System32\msutb.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsisvc.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\propsys.dll

\Windows\System32\rpcrt4.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\sspicli.dll

\Windows\System32\sspisrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sxssrv.dll

\Windows\System32\taskcomp.dll

\Windows\System32\taskschd.dll

\Windows\System32\ubpm.dll

\Windows\System32\ulib.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\usp10.dll

\Windows\System32\uxtheme.dll

\Windows\System32\vdsutil.dll

\Windows\System32\wbemcomn.dlIl

\Windows\System32\wevtsvc.dll

\Windows\System32\WindowsCodecs.dlIl

\Windows\System32\winhttp.dll

\Windows\System32\WIdap32.dll

\Windows\System32\wow64.dll

\Windows\System32\wow64cpu.dll

\Windows\System32\wow64win.dll

\Windows\System32\wtsapi32.dll

\Windows\System32\xmllite.dll

\Windows\System32\wbem\esscli.dll
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\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dlIl

\Windows\System32\wbem\wbemsvc.dlIl

\Windows\System32\wbem\WmiPrvSD.dll

\Windows\System32\wbem\wmiutils.dll
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Mpuno)xexnue 11. Cnucok pannos OC Windows Server 2012
R2, pekoMeHAyeMbIX A1 KOHTPONA yenocTtHocTtu npu CINoO
«AKKOP - Win64 K»

\Windows\system32\aclui.dll

\Windows\system32\activeds.dll

\Windows\system32\adsldpc.dll

\Windows\system32\advapi32.dll

\Windows\system32\advapi32.dll

\Windows\system32\advpack.dlIl

\Windows\system32\api-ms-win-appmodel-identity-11-1-0.dll

\Windows\system32\api-ms-win-appmodel-runtime-internal-11-1-0.dll

\Windows\system32\api-ms-win-appmodel-runtime-11-1-0.dll

\Windows\system32\api-ms-win-appmodel-runtime-I1-1-1.dll

\Windows\system32\api-ms-win-appmodel-state-11-1-1.dll

\Windows\system32\api-ms-win-base-bootconfig-11-1-0.dll

\Windows\system32\api-ms-win-base-util-11-1-0.dll

\Windows\system32\api-ms-win-core-apiquery-l1-1-0.dll

\Windows\system32\api-ms-win-core-appcompat-11-1-1.dll

\Windows\system32\api-ms-win-core-appinit-11-1-0.dll

\Windows\system32\api-ms-win-core-atoms-11-1-0.dll

\Windows\system32\api-ms-win-core-bem-11-1-0.dll

\Windows\system32\api-ms-win-core-biplmapi-11-1-1.dll

\Windows\system32\api-ms-win-core-com-11-1-0.dll

\Windows\system32\api-ms-win-core-com-11-1-1.dll

\Windows\system32\api-ms-win-core-comm-11-1-0.dll

\Windows\system32\api-ms-win-core-com-private-11-1-0.dll

\Windows\system32\api-ms-win-core-console-11-1-0.dIl

\Windows\system32\api-ms-win-core-console-12-1-0.dlIl

\Windows\system32\api-ms-win-core-crt-11-1-0.dll

\Windows\system32\api-ms-win-core-crt-12-1-0.dll

\Windows\system32\api-ms-win-core-datetime-l1-1-1.dll

\Windows\system32\api-ms-win-core-debug-11-1-0.dll

\Windows\system32\api-ms-win-core-debug-l1-1-1.dll

\Windows\system32\api-ms-win-core-delayload-11-1-1.dll

\Windows\system32\api-ms-win-core-errorhandling-11-1-0.dll

\Windows\system32\api-ms-win-core-errorhandling-11-1-1.dll

\Windows\system32\api-ms-win-core-fibers-11-1-1.dll

\Windows\system32\api-ms-win-core-file-[1-1-0.dll

\Windows\system32\api-ms-win-core-file-11-2-0.dll

\Windows\system32\api-ms-win-core-file-11-2-1.dll

\Windows\system32\api-ms-win-core-file-12-1-0.dll

\Windows\system32\api-ms-win-core-file-12-1-1.dll
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\Windows\system32\api-ms-win-core-handle-11-1-0.dll

\Windows\system32\api-ms-win-core-heap-I1-1-0.dll

\Windows\system32\api-ms-win-core-heap-I1-2-0.dll

\Windows\system32\api-ms-win-core-heap-obsolete-11-1-0.dll

\Windows\system32\api-ms-win-core-interlocked-11-2-0.dll

\Windows\system32\api-ms-win-core-io-11-1-0.dlIl

\Windows\system32\api-ms-win-core-io-11-1-1.dll

\Windows\system32\api-ms-win-core-job-11-1-0.dll

\Windows\system32\api-ms-win-core-job-12-1-0.dll

\Windows\system32\api-ms-win-core-kernel32-legacy-11-1-0.dll

\Windows\system32\api-ms-win-core-kernel32-legacy-11-1-1.dll

\Windows\system32\api-ms-win-core-libraryloader-11-1-0.dll

\Windows\system32\api-ms-win-core-libraryloader-11-2-0.dll

\Windows\system32\api-ms-win-core-localization-11-2-0.dlIl

\Windows\system32\api-ms-win-core-localization-11-2-1.dlIl

\Windows\system32\api-ms-win-core-localization-12-1-0.dlIl

\Windows\system32\api-ms-win-core-localization-obsolete-11-2-0.dll

\Windows\system32\api-ms-win-core-localization-private-11-1-0.dll

\Windows\system32\api-ms-win-core-memory-l1-1-0.dll

\Windows\system32\api-ms-win-core-memory-l1-1-2.dll

\Windows\system32\api-ms-win-core-namedpipe-11-2-0.dll

\Windows\system32\api-ms-win-core-namespace-11-1-0.dll

\Windows\system32\api-ms-win-core-normalization-11-1-0.dIl

\Windows\system32\api-ms-win-core-path-/1-1-0.dll

\Windows\system32\api-ms-win-core-processenvironment-11-1-0.dll

\Windows\system32\api-ms-win-core-processenvironment-11-2-0.dll

\Windows\system32\api-ms-win-core-processsecurity-11-1-0.dll

\Windows\system32\api-ms-win-core-processthreads-11-1-0.dll

\Windows\system32\api-ms-win-core-processthreads-11-1-2.dll

\Windows\system32\api-ms-win-core-processtopology-11-2-0.dll

\Windows\system32\api-ms-win-core-processtopology-obsolete-11-1-0.dll

\Windows\system32\api-ms-win-core-profile-11-1-0.dll

\Windows\system32\api-ms-win-core-psapi-ansi-11-1-0.dll

\Windows\system32\api-ms-win-core-psapi-11-1-0.dll

\Windows\system32\api-ms-win-core-psapi-obsolete-11-1-0.dlIl

\Windows\system32\api-ms-win-core-psm-appnotify-11-1-0.dll

\Windows\system32\api-ms-win-core-psm-key-l1-1-0.dll

\Windows\system32\api-ms-win-core-quirks-11-1-0.dll

\Windows\system32\api-ms-win-core-realtime-11-1-0.dll

\Windows\system32\api-ms-win-core-registry-11-1-0.dll

\Windows\system32\api-ms-win-core-registry-12-1-0.dll

\Windows\system32\api-ms-win-core-registry-private-11-1-0.dll

\Windows\system32\api-ms-win-core-registryuserspecific-11-1-0.dlIl
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\Windows\system32\api-ms-win-core-rtisupport-11-1-0.dll

\Windows\system32\api-ms-win-core-rtisupport-11-2-0.dll

\Windows\system32\api-ms-win-core-shlwapi-legacy-11-1-0.dll

\Windows\system32\api-ms-win-core-shlwapi-obsolete-11-1-0.dll

\Windows\system32\api-ms-win-core-sidebyside-I1-1-0.dll

\Windows\system32\api-ms-win-core-stringansi-11-1-0.dlIl

\Windows\system32\api-ms-win-core-string-11-1-0.dll

\Windows\system32\api-ms-win-core-string-12-1-0.dll

\Windows\system32\api-ms-win-core-string-obsolete-11-1-0.dll

\Windows\system32\api-ms-win-core-synch-11-1-0.dll

\Windows\system32\api-ms-win-core-synch-11-2-0.dll

\Windows\system32\api-ms-win-core-sysinfo-11-1-0.dll

\Windows\system32\api-ms-win-core-sysinfo-11-2-0.dll

\Windows\system32\api-ms-win-core-sysinfo-11-2-1.dll

\Windows\system32\api-ms-win-core-systemtopology-I1-1-0.dll

\Windows\system32\api-ms-win-core-threadpool-11-2-0.dlII

\Windows\system32\api-ms-win-core-threadpool-legacy-11-1-0.dll

\Windows\system32\api-ms-win-core-threadpool-private-11-1-0.dll

\Windows\system32\api-ms-win-core-timezone-11-1-0.dlIl

\Windows\system32\api-ms-win-core-toolhelp-11-1-0.dll

\Windows\system32\api-ms-win-core-url-11-1-0.dlIl

\Windows\system32\api-ms-win-core-util-11-1-0.dll

\Windows\system32\api-ms-win-core-versionansi-11-1-0.dlIl

\Windows\system32\api-ms-win-core-version-11-1-0.dll

\Windows\system32\api-ms-win-core-version-private-11-1-0.dll

\Windows\system32\api-ms-win-core-windowserrorreporting-11-1-0.dll

\Windows\system32\api-ms-win-core-winrt-error-11-1-0.dll

\Windows\system32\api-ms-win-core-winrt-error-11-1-1.dll

\Windows\system32\api-ms-win-core-winrt-errorprivate-11-1-1.dll

\Windows\system32\api-ms-win-core-winrt-11-1-0.dll

\Windows\system32\api-ms-win-core-winrt-propertysetprivate-11-1-0.dll

\Windows\system32\api-ms-win-core-winrt-registration-11-1-0.dll

\Windows\system32\api-ms-win-core-winrt-robuffer-11-1-0.dll

\Windows\system32\api-ms-win-core-winrt-string-11-1-0.dll

\Windows\system32\api-ms-win-core-wow64-11-1-0.dll

\Windows\system32\api-ms-win-core-xstate-12-1-0.dll

\Windows\system32\api-ms-win-devices-config-11-1-1.dll

\Windows\system32\api-ms-win-devices-query-l1-1-1.dll

\Windows\system32\api-ms-win-downlevel-advapi32-11-1-0.dll

\Windows\system32\api-ms-win-downlevel-advapi32-12-1-0.dll

\Windows\system32\api-ms-win-downlevel-normaliz-11-1-0.dll

\Windows\system32\api-ms-win-downlevel-ole32-11-1-0.dll

\Windows\system32\api-ms-win-downlevel-shlwapi-11-1-0.dll
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\Windows\system32\api-ms-win-downlevel-shlwapi-12-1-0.dll

\Windows\system32\api-ms-win-downlevel-user32-11-1-0.dll

\Windows\system32\api-ms-win-downlevel-version-11-1-0.dll

\Windows\system32\api-ms-win-dx-d3dkmt-11-1-0.dll

\Windows\system32\api-ms-win-eventing-classicprovider-11-1-0.dlIl

\Windows\system32\api-ms-win-eventing-consumer-11-1-0.dll

\Windows\system32\api-ms-win-eventing-controller-11-1-0.dll

\Windows\system32\api-ms-win-eventing-legacy-11-1-0.dll

\Windows\system32\api-ms-win-eventing-obsolete-11-1-0.dll

\Windows\system32\api-ms-win-eventing-provider-11-1-0.dll

\Windows\system32\api-ms-win-eventlog-legacy-11-1-0.dll

\Windows\system32\api-ms-win-gdi-dpiinfo-11-1-0.dll

\Windows\system32\api-ms-win-mm-joystick-11-1-0.dll

\Windows\system32\api-ms-win-mm-misc-11-1-1.dll

\Windows\system32\api-ms-win-mm-misc-12-1-0.dll

\Windows\system32\api-ms-win-mm-mme-|1-1-0.dll

\Windows\system32\api-ms-win-mm-time-11-1-0.dlIl

\Windows\system32\api-ms-win-ntuser-ie-message-11-1-0.dll

\Windows\system32\api-ms-win-power-base-11-1-0.dll

\Windows\system32\api-ms-win-power-setting-11-1-0.dll

\Windows\system32\api-ms-win-rtcore-ntuser-private-11-1-0.dll

\Windows\system32\api-ms-win-rtcore-ntuser-synch-11-1-0.dll

\Windows\system32\api-ms-win-rtcore-ntuser-window-11-1-0.dll

\Windows\system32\api-ms-win-rtcore-ntuser-winevent-11-1-0.dll

\Windows\system32\api-ms-win-rtcore-ntuser-wmpointer-11-1-0.dll

\Windows\system32\api-ms-win-security-activedirectoryclient-11-1-0.dll

\Windows\system32\api-ms-win-security-appcontainer-11-1-0.dll

\Windows\system32\api-ms-win-security-audit-11-1-1.dll

\Windows\system32\api-ms-win-security-base-11-1-0.dll

\Windows\system32\api-ms-win-security-base-11-2-0.dll

\Windows\system32\api-ms-win-security-base-private-I1-1-1.dll

\Windows\system32\api-ms-win-security-credentials-11-1-0.dll

\Windows\system32\api-ms-win-security-credentials-12-1-0.dll

\Windows\system32\api-ms-win-security-grouppolicy-11-1-0.dll

\Windows\system32\api-ms-win-security-lsalookup-11-1-1.dIl

\Windows\system32\api-ms-win-security-lsalookup-12-1-0.dlIl

\Windows\system32\api-ms-win-security-lsalookup-12-1-1.dIl

\Windows\system32\api-ms-win-security-lsapolicy-11-1-0.dll

\Windows\system32\api-ms-win-security-provider-11-1-0.dll

\Windows\system32\api-ms-win-security-sddI-11-1-0.dlIl

\Windows\system32\api-ms-win-security-sddlparsecond-11-1-0.dll

\Windows\system32\api-ms-win-service-core-11-1-1.dll

\Windows\system32\api-ms-win-service-management-11-1-0.dll
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\Windows\system32\api-ms-win-service-management-12-1-0.dll

\Windows\system32\api-ms-win-service-winsvc-11-1-0.dll

\Windows\system32\api-ms-win-service-winsvc-11-2-0.dll

\Windows\system32\api-ms-win-shcore-comhelpers-11-1-0.dlIl

\Windows\system32\api-ms-win-shcore-obsolete-11-1-0.dll

\Windows\system32\api-ms-win-shcore-registry-11-1-1.dll

\Windows\system32\api-ms-win-shcore-scaling-11-1-1.dll

\Windows\system32\api-ms-win-shcore-stream-I11-1-0.dll

\Windows\system32\api-ms-win-shcore-stream-winrt-11-1-0.dll

\Windows\system32\api-ms-win-shcore-sysinfo-11-1-0.dll

\Windows\system32\api-ms-win-shcore-thread-11-1-0.dll

\Windows\system32\api-ms-win-shcore-unicodeansi-11-1-0.dll

\Windows\system32\api-ms-win-shell-shellcom-11-1-0.dll

\Windows\system32\api-ms-win-shell-shellfolders-11-1-0.dll

\Windows\system32\apphelp.dll

\Windows\system32\apprepapi.dll

\Windows\system32\AppxAllUserStore.dll

\Windows\system32\authz.dll

\Windows\system32\BCP47Langs.dll

\Windows\system32\bcrypt.dll

\Windows\system32\bcryptprimitives.dll

\Windows\system32\BOOTVID.dlII

\Windows\system32\browcli.dll

\Windows\system32\cabinet.dll

\Windows\system32\certca.dll

\Windows\system32\cfgmgr32.dll

\Windows\system32\chartv.dll

\Windows\system32\CI.dll

\Windows\system32\clbcatq.dll

\Windows\system32\combase.dlIl

\Windows\system32\combase.dlIl

\Windows\system32\comctl32.dll

\Windows\system32\comdlg32.dll

\Windows\system32\credui.dll

\Windows\system32\crypt32.dll

\Windows\system32\crypt32.dll

\Windows\system32\cryptbase.dll

\Windows\system32\cryptsp.dll

\Windows\system32\cryptui.dll

\Windows\system32\cscapi.dll

\Windows\system32\csrsrv.dll

\Windows\system32\d2d1.dll

\Windows\system32\d3d11.dll
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\Windows\system32\davhlpr.dll

\Windows\system32\dbgeng.dll

\Windows\system32\dbghelp.dll

\Windows\system32\dcomp.dll

\Windows\system32\devmgr.dll

\Windows\system32\devobj.dll

\Windows\system32\devrtl.dll

\Windows\system32\dfscli.dll

\Windows\system32\dhcpcsvc.dll

\Windows\system32\dhcpcsvc6.dll

\Windows\system32\difxapi.dll

\Windows\system32\dnsapi.dll

\Windows\system32\dpapi.dll

\Windows\system32\drvstore.dll

\Windows\system32\dsparse.dll

\Windows\system32\dsrole.dlIl

\Windows\system32\dui70.dll

\Windows\system32\duser.dll

\Windows\system32\dwmapi.dll

\Windows\system32\DWrite.dll

\Windows\system32\dxgi.dll

\Windows\system32\eappcfg.dll

\Windows\system32\efsadu.dll

\Windows\system32\efsutil.dll

\Windows\system32\ELSCore.dll

\Windows\system32\esent.dlIl

\Windows\system32\ext-ms-win-advapi32-eventingcontroller-11-1-0.dll

\Windows\system32\ext-ms-win-advapi32-eventlog-11-1-0.dll
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